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Introduction 
 
 
Malaysia has invested significantly in Internet of Things (IoT) enabled smart city and Industrial IoT (IIoT) 
initiatives over the past decade, supported by national frameworks including the Malaysia Smart City 
Framework (MSCF), Industry4WRD, the National Industrial Master Plan 2030 (NIMP 2030), and the 
Cyber Security Act 2024 (Act 854). These deployments span smart traffic systems, public safety 
Closed-Circuit Television (CCTV) networks, Internet of Medical Things (IoMT), environmental 
monitoring, and Industry 4.0 manufacturing. 
 
However, field experience over the past 5 to 8 years consistently shows that Malaysian IoT and smart 
city projects suffer from the following 3 recurring weaknesses at the device communication and data 
exchange layer. The principal interoperability challenges include: 
 
a) fragmented, vendor-specific communication protocols and data models that prevent multi-vendor 

interoperability and create vendor lock-in; 
 
b) weak or inconsistent end-to-end security between devices, gateways, platforms, and partner 

agencies, leading to repeated, large-scale data breaches; and  
 
c) no common secure framework for Artificial Intelligence (AI) inference at the edge, an emerging 

concern as more devices processes sensitive data locally for real-time decisions in healthcare, 
public safety, and industrial control. 

 
This Technical Code addresses that gap by specifying common syntactic requirements intended to 
enable data generated by one entity to be structured, exchanged, parsed and validated consistently by 
another entity, independently of the underlying transport protocol or vendor implementation. It does not 
specify requirements for transport-layer protocols, communications security or semantic interoperability. 
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INTERNET OF THINGS (IoT) - SYNTACTIC DATA INTEROPERABILITY 
REQUIREMENTS 

 
 

1. Scope  
 
This Technical Code establishes the technical requirements for syntactic interoperability to ensure 
seamless data exchange between Internet of Things (IoT) devices, edge gateways, and central 
platforms. 
 
The scope of this Technical Code encompasses: 
 
a) data modelling and schema for the representation of IoT devices, measurement units and 

timestamps within data payloads; 
 
b) payload structure and validation for field naming, payload composition, format declaration and 

negotiation, and structural validation; 
 
c) serialisation and encoding for data representation and encoding of constrained IoT devices; and 
 
d) messaging patterns for telemetry, event-driven notifications and command-and-control exchanges. 
 
 

2. Normative references 
 
The following normative references are indispensable for the application of this Technical Code. For 
dated references, only the edition cited applies. For undated references, the latest edition of the 
normative references (including any amendments) applies. 
 
MCMC MTSFB TC G022, Internet of Things – High-Level Functional Architecture 
 
MCMC MTSFB TC G039, Industrial Internet of Things – Connectivity and Communications Framework 
 
MCMC MTSFB TC G045, Internet of Things – Device Security Requirements 
 
MCMC MTSFB TC G047, Smart City – Data Integration Platform 
 
MCMC MTSFB TC G048, Smart City Platforms – Interoperability Requirements 
 
ISO 8601-1, Date and time — Representations for information interchange — Part 1: Basic rules 
 
 

3. Abbreviations 
 
For the purpose of this Technical Code, the following abbreviations apply. 
 
AI Artificial Intelligence 

CBOR Concise Binary Object Representation 

CCTV Closed-Circuit Television 

CoAP Constrained Application Protocol 

D2E Device to Edge 

D2P Device to Platform 

E2P Edge to Platform 
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EXI Efficient XML Interchange 

HTTP Hypertext Transfer Protocol 

ICT Information and Communication Technologies 

IIoT Industrial Internet of Things 

IoT Internet of Things 

JSON JavaScript Object Notation 

LoRaWAN Long Range Wide-Area Network 

LPWAN Low-Power Wide-Area Network 

LTE-M Long-Term Evolution, category M1 

LwM2M Lightweight Machine-to-Machine 

MQTT Message Queuing Telemetry Transport 

MTBF Mean Time Between Failure 

NB-IoT Narrow Band Internet of Things 

NO2 Nitrogen Dioxide 

OPC Open Platform Communications 

OPC UA Open Platform Communications Unified Architecture 

PM2.5 Particulate matter with an aerodynamic diameter of 2.5 µm or less 

PM10 Particulate matter with an aerodynamic diameter of 10 µm or less 

REST Representational State Transfer 

SenML Sensor Measurement Lists 

UCUM Unified Code for Units of Measure  

URN Uniform Resource Name 

UTC Coordinated Universal Time 

UTF-8 Unicode Transformation Format 8 bit 

XML Extensible Markup Language 

 
 

4. Terms and definitions 
 
For the purposes of this Technical Code, the following terms and definitions apply. 
 
4.1 Approved schema 
 
A schema recognised by the applicable implementation or deployment. 
 
4.2 Asynchronous processing 
 
A way of handling tasks where a system starts a job and immediately moves on to other work without 
waiting for that job to finish. 
 
4.3 Business data 
 
Measurement, state, event or command data within a payload that conveys the application-level 
meaning of the message. 
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4.3 Canonical envelope 
 
Common, vendor-neutral, top-level payload structure that separates identity, time, schema, message 
type, operational metadata and business data, within which device-specific data is carried. 
 
4.4 Command message 
 
Message requesting a receiving entity to perform a specified action or change a specified state. 
 
4.5 Correlation identifier 
 
Identifier carried in a message or error response that enables a request, response, error or log entry to 
be associated with the originating transaction. 
 
4.6 Encoding 
 
Representation of serialised data as a sequence of characters or bytes according to specified rules. 
 
4.7 Event notification 
 
Message reporting a discrete occurrence, detected condition, threshold transition or change of state. 
 
4.8 Field 
 
Named data element within a payload that contains a value, array or nested object. 
 
4.9 Format negotiation 
 
Process by which sending and receiving entities identify a mutually supported payload format before 
operational data exchange begins. 
 
4.10 Idempotency 
 
Property of an operation whereby performing the same operation more than once has the same 
intended effect as performing it once. 
 
4.11 Internet of Medical Things (IoMT) 
 
A connected network of medical devices, software applications, and health systems that communicate 
over the network. 
 
4.12 Internet of Things (IoT) devices  
 
Equipment with mandatory communication and optional sensing, actuation, and data processing 
capabilities  
 
4.13 Internet of Things (IoT) entities 
 
An identifiable device, edge gateway, platform, application or other component that participates in an 
IoT data exchange by producing, transmitting, receiving, processing or storing data. 
 
4.14 Interoperability 
 
Ability for two or more systems or applications to exchange information and to mutually use the 
information that has been exchanged. 
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4.15 Machine-processable error 
 
Error information expressed using a defined structure, codes and fields so that a receiving system can 
detect and handle the failure automatically. 
 
4.16 Malformed payload 
 
Payload that cannot be parsed according to its declared representation or that does not comply with 
the structural rules of its declared schema. 
 
4.17 Media type 
 
Registered identifier that declares the representation format of a payload and enables a receiving 
system to select the appropriate parser. 
 
4.18 Message type 
 
Declared classification of a payload that indicates its purpose, such as telemetry, event, command or 
response. 
 
4.19 Messaging profile 
 
Documented set of rules governing message exchanges at a specified interface, including the 
supported message types, exchange patterns, payload formats and error-handling behaviour. 
 
4.20 Nesting level 
 
Depth at which a field occurs within a hierarchically structured payload, counted from the top-level data 
structure. 
 
4.21 Operational metadata 
 
Data within a payload that describes the origin, timing, quality or handling of business data rather than 
the observed or commanded value itself. 
 
4.22 Payload 
 
Actual user data, message content, or functional bit-stream carried within a transmission packet, 
excluding routing headers, framing bits, or protocol overhead. 
 
4.23 Protocol binding 
 
Mapping of a payload exchange to a specific communication protocol, including the means by which 
the payload format, schema and message type are declared in protocol headers, properties or topics. 
 
4.24 Provenance information 
 
Data identifying the source observations, transformation rules and processing entities from which an 
aggregated or derived value was produced. 
 
4.25 Required field 
 
The minimum set of data elements required in an applicable data exchange. 
 
4.26 Resource-constrained device 
 
Device with limited processing capability, memory, energy, storage capacity or communication 



MCMC MTSFB TC GXXX:2026 

 5 

bandwidth. 
 
4.27 Schema 
 
Formal definition of the structure, field names, data types, constraints and permitted values of a payload 
against which the payload can be validated. 
 
4.28 Schema identifier 
 
Unique name or reference that identifies a schema within the applicable deployment domain. 
 
4.29 Schema version 
 
Identifier that distinguishes a revision of a schema and enables a receiving system to determine its 
compatibility with that revision. 
 
4.30 Serialisation 
 
Process of converting structured data into a representation suitable for transmission or storage from 
which the structure, data types and values can be reconstructed. 
 
4.31 Structural validation 
 
Automated verification of a payload for syntactic correctness, schema conformance, required fields, 
data types, permitted ranges and applicable resource limits before its content is used. 
 
4.32 Syntactic interoperability 
 
The ability of two or more systems to communicate and exchange data through specified data formats 
and communication protocols. 
 
4.33 Telemetry message 
 
Message conveying one or more measured, observed, calculated, aggregated or inferred values 
relating to an entity or its environment. 
 
4.34 Well-formed payload 
 
Payload that complies with the syntactic rules of its declared representation and can be parsed without 
error. 
 
 

5. Data format interoperability 
 
Data interoperability is the ability of IoT devices, edge devices or gateways and platforms from different 
vendors to exchange data in a form that each can consistently parse and process without custom 
integration. This Technical Code addresses syntactic interoperability, ensuring data is consistently 
structured, explicitly typed, correctly encoded and unambiguously parsed. 
 
Figure 1 illustrates the communication links within an IoT architecture from IoT devices, edge devices 
or gateway, connectivity service provider and IoT platform. Device-to-Edge (D2E) refers to 
communication between an IoT device and an edge node or gateway. Device-to-Platform (D2P) 
enables an IoT device to communicate directly with an IoT platform. Edge-to-Platform (E2P) refers to 
communication between an edge node or gateway and an IoT platform. For each category, the 
communication handshake may include endpoint discovery, identity establishment, authentication, 
capability exchange, protocol and data-format negotiation, and session establishment. 
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Figure 1. The general definition on the communication links  
 
Communication passing through a transparent network element shall be classified according to the 
logical source and destination endpoints. Where an intermediary terminates one session and 
establishes another session, each interface shall be classified separately. For example, device-to-
gateway communication is D2E, and gateway-to-platform communication is E2P. Table 1 identifies the 
principal roles of these endpoints and the applicable communication links used to classify their data 
exchanges. 
 

Table 1. IoT endpoint roles and applicable communication links 
 

Endpoint Principal role 
Typical information 

handled 

Applicable 

communication 

links 

IoT device Sensing, actuation, identification or 
limited local processing. 

Own resources, observations, 
events and commands. 

 D2E, D2P 

Edge device 
or edge 
node 

Local computation, aggregation, filtering, 
inference or orchestration. 

Data from one or more 
devices and edge-generated 
results. 

D2E, E2P 

Edge 
gateway 

Connectivity, protocol adaptation, 
security mediation and forwarding. 

Originating device data plus 
gateway metadata. 

D2E, E2P 

IoT platform Registration, management, ingestion, 
storage, analytics and application 
services. 

Fleet-level resources, context 
and policies. 

D2P, E2P 
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Table 1. IoT endpoint roles and applicable communication links (continued) 
 

Endpoint Principal role 
Typical information 

handled 

Applicable 
communication 

links 

Connectivity 

service 
provider 

Provides network access and transport 

connectivity between IoT endpoints, 
including subscription provisioning, 
routing, addressing, connectivity 
monitoring, usage management and 
diagnostic functions where applicable. 
Does not generate, interpret, validate or 
transform application payloads unless 
explicitly acting in another defined role. 

Network and subscription 

metadata required to provide 
and operate connectivity. 

D2P, D2E, E2P or 

other applicable 
communication 
path. 

 
Smart streetlighting and air quality monitoring are used as reference use cases throughout this 
Technical Code to illustrate the requirements in a practical smart city context, as detailed in Annex A.  
 
 

6. Requirements of Internet of Things (IoT) data format interoperability 
 
Clause 6 specifies the requirements for syntactic interoperability in IoT data exchange between devices, 
edge gateways and IoT platforms. It covers data modelling and schema, payload structure and 
validation, serialisation and encoding, and messaging patterns. These requirements enable systems 
from different vendors to structure, exchange, parse and validate IoT data consistently, independently 
of the underlying transport protocol. 
 
This Technical Code does not specify requirements for semantic interoperability. Semantic information 
may be included in the applicable information model or schema where required by the implementation, 
provided that the syntactic requirements specified in this clause are met. 
 
6.1 Data modelling and schema  
 
This clause specifies requirements for the representation of IoT data exchanged among IoT devices, 
edge gateways and IoT platforms, so that data produced by different vendors is structured in a manner 
that enables a receiving system to locate, parse and validate it consistently. Where an IoT system 
already applies an established identification scheme or information model, that scheme or model should 
be applied in realising syntactic interoperability, provided that it meets the requirements of this clause.  
 
6.1.1 Information model and schema declaration 
 
Every payload exchanged shall conform to an information model, hereafter referred to as a schema, 
that is documented and available to the receiving system before or at the time of data exchange. 
 
The schema shall define, for each data element it declares: 
 
a) the name of the element; 
 
b) the data type of the element, in accordance with 6.1.5; 
 
c) the unit of measurement, where the element expresses a measured quantity, in accordance with 

6.1.6; and 
 
d) whether the element is required, conditional or optional, and the condition where it is conditional. 
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6.1.2 Required data elements  
 
Every payload conveying device-originated data shall carry, or be unambiguously associated with, at 
least the following data elements: 
 
a) a device identifier, identifying the IoT device from which the data originated; 

 
b) a data identifier, distinguishing the individual item of data from other items conveyed by the same 

device; 
 
c) an indication of what has been measured, observed or reported; 
 
d) the value; 
 
e) a time reference, in accordance with 6.1.4; 
 
f) the unit of measurement, where the value expresses a measured quantity, in accordance with 

6.1.6; and 
 
g) a reference to the schema version, in accordance with 6.1.8. 
 
Required data elements shall be present and shall not be empty, unless the schema explicitly declares 
an empty or null value to be permitted for that element and defines its meaning. 
 
Further data elements may be conveyed where required by the application or be obtainable from the 
description of the device or of the data stream, including but not limited to device type, location, firmware 
or hardware version, operational status, data quality attributes and provenance information. 
 
Where a required data element is not carried within the payload itself, the means by which a receiving 
system obtains it shall be documented, and that means shall be available to the receiving system for 
the operational life of the data. 
 
6.1.3 Identifiers 
 
An identifier shall be unique within the scope in which it is used, and that scope shall be documented.  
 
A device identifier shall remain stable for the operational life of the device or, where the identifier is 
assigned on registration, for the life of that registration. Where an identifier is reassigned or superseded, 
the change shall be recorded and the period of validity of each identifier shall be determinable. 
 
Identifiers shall be assigned in accordance with an identification scheme that is documented, and the 
scheme in use shall be declared so that a receiving system can determine the assigning authority or 
namespace and the uniqueness scope.  
 
An identifier should not embed information that is expected to change during the operational life of the 
device, such as network address, physical location, ownership or administrative grouping. Such 
information should be conveyed as separate data elements. 
 
An identifier should not disclose personal data or information that would enable a person to be identified 
directly from the payload. Where an identifier is derived from or linkable to personal data, the applicable 
privacy requirements shall be applied. 
 
6.1.4 Timestamp and temporal representation 
 
Time values shall be expressed in Coordinated Universal Time (UTC), or in local time with the UTC 
offset explicitly included. Where a time value is expressed in a local time, the corresponding UTC offset 
shall be explicitly included with the value. 
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Time values shall be represented in a documented and unambiguous date and time format that carries 
the date, the time of day, and the time scale designator or UTC offset. 
 
The format used shall conform to ISO 8601-1 for textual representation, or a format that allow 
unambiguously to be converted to such format.  
 
Where more than one time is significant to the interpretation of the data, each shall be conveyed as a 
separately named data element with a documented meaning. A time element conveyed without further 
qualification shall denote the time at which the data was generated. 
 
The resolution of a time value should be sufficient for the intended application. A time value shall not 
be expressed so as to imply an accuracy greater than the originating device can provide. 
 
IoT devices, edge gateways and IoT platforms should maintain their clocks in synchronisation with a 
common time source, and the time at which each was last successfully synchronised should be 
obtainable by a receiving system. 
 
Where a device cannot establish or maintain clock synchronisation, this condition shall be indicated to 
the receiving system and shall be distinguishable from a synchronised time value. 
 
6.1.5 Data types and value representation 
 
The data type of every data element shall be declared in the schema. Declared data types shall be 
drawn from the following categories. A receiving entity shall support the data types declared in the 
schemas it implements, and should support all of the following: 
 
a) exact numeric values;  
 
b) approximate numeric values, including values expressed with a fractional part or in exponential 

notation; 
 
c) logical values having exactly 2 states; 
 
d) character data, with a declared character encoding; 
 
e) values restricted to a defined set of permitted options; 
 
f) date and time values, in accordance with clause 6.1.4; 
 
g) composite values consisting of named constituent elements; 
 
h) ordered collections of values;  
 
i) binary object values consisting of an uninterpreted octet sequences; and 
 
j) the explicit absence or unavailability of a value.  
 
The declared data type of a value shall be preserved across serialisation, transfer, deserialisation and 
any intermediate translation performed by a gateway or platform. 
 
Where the encoding in use cannot natively represent a declared data type, the mapping applied 
between the declared type and its representation in that encoding shall be documented in the applicable 
payload profile, and shall be reversible without loss of the declared type. 
 
A numeric value shall be conveyed within a declared range and, where relevant, at a declared precision, 
such that no loss of significance occurs on transfer. 
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An additional data type may be used provided that it is preregistered, documented and agreed by the 
sending and receiving entities. 
 
6.1.6 Units of measurement 
 
Where a value expresses a measured quantity, its unit of measurement shall be declared explicitly, 
either within the payload or within the schema to which the payload conforms. A unit shall not be implied 
by the name of a data element alone. 
 
Units shall be identified using codes or symbols drawn from a recognised system of unit identification, 
and the system used shall be declared. A locally defined or vendor-specific unit designation shall not 
be used where the recognised system in use provides a code for that unit. 
 
Where a receiving system converts a value from one unit to another, the conversion applied should be 
documented. The converted value shall not be represented at a precision greater than that of the source 
value. 
 
6.1.7 Data quality attributes 
 
Where the interpretation or use of a reported value depends on its accuracy, precision, resolution or 
number of significant figures, those attributes shall be conveyed as declared data elements or shall be 
obtainable from the description of the device or of the data stream. 
 
Where a value is transformed before or during exchange, including by rounding, truncation, resampling, 
interpolation or aggregation, the resulting value shall not be represented so as to imply a precision, 
resolution or sampling rate greater than that of the source value. 
 
Where a reported value is absent, invalid, outside the operating range of the source device, or of 
degraded quality, that condition shall be indicated explicitly and shall be distinguishable from a valid 
value. 
 
Where a value is acquired at a defined sampling frequency or according to a defined recording pattern, 
that frequency or pattern should be declared. 
 
6.1.8 Schema versioning and extensibility 
 
Every schema shall carry a version identifier, and that version identifier shall be conveyed with, or be 
resolvable from, every payload conforming to the schema. 
 
The versioning scheme used shall be documented and shall enable a receiving system to determine 
whether a change between two versions preserves compatibility with an existing consumer of the 
schema. 
 
Any of the following changes shall be treated as not preserving compatibility, and shall be published as 
a new schema version identified as such: 
 
a) removal or renaming of a required data element; 
 
b) a change to the declared data type of an existing data element; 
 
c) a change to the declared unit of measurement of an existing data element; 
 
d) a change to the meaning of an existing data element or to the permitted values of an enumerated 

element in a way that alters the interpretation of an existing value; or 
 
e) a change that makes an optional data element required data. 
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The addition of an optional data element, and the widening of a permitted value set without alteration 
of the meaning of existing values, should be affected in a way that does not require an existing receiving 
system to be modified. 
 
A receiving system should ignore a data element it does not recognise where the schema permits 
extension. A receiving system shall reject a payload where an unrecognised data element is declared 
required or is otherwise critical to the correct interpretation of the payload, unless a documented fallback 
behaviour applies. 
 
An IoT platform should support the concurrent operation of more than one schema version, so that 
devices already deployed remain operational and interoperable when a newer schema version is 
introduced. 
 
6.2 Payload structure and validation  
 
This section defines requirements for field identification and naming conventions, payload composition, 
format declaration and negotiation, and structural validation. The objective is to ensure that receiving 
systems can consistently locate data fields, select the correct parser, validate the declared payload 
structure, and handle malformed or unsupported payloads predictably. 
  
The requirements in this section shall be applied with 6.1 on data modelling and schema, and 6.3 on 
serialisation and encoding. Where payloads include security-sensitive data, commands, personal data, 
or derived data, the applicable security, privacy, provenance and logging requirements shall also be 
applied. 
 
6.2.1 Field identification and naming conventions 
 
Payload fields shall use documented naming rules so that receiving systems can consistently locate, 
identify and map data fields across devices, gateways, platforms and application systems. Table 2 
specifies the field-naming and identification requirements and provides examples of their application 
within an IoT payload.  
 

Table 2. Field naming and identification requirements with examples 
 

Field Naming Detail or example Keywords References 

Field names shall be 
unique within their level 
of nesting. 

deviceId and gatewayId identify 
different entities. 

Syntactic 

interoperability and 
structured data 

objects. 

MCMC MTSFB 
TC G039:2023 

Nested fields shall have 
stable paths in the 
applicable schema. 

payload.telemetry.brightnessLevel.value 
remains stable across compatible 
schema versions 

Data-object 
structure, 

identification and 
addressing. 

MCMC MTSFB 

TC G039:2023 

Measurement fields 
shall be linked to 
declared data types 
and units. 

temperature uses degC and humidity 
uses percent. 

Typed data objects MCMC MTSFB 

TC G039:2023 

Technical metadata MCMC MTSFB 

TC G047:2024 

Identifier fields should 
indicate their scope. 

deviceId, gatewayId and correlationId 
are distinct. 

Device, gateway 
and platform roles 

MCMC MTSFB 
TC G022:2020 

Identification and 
addressing 

MCMC MTSFB 
TC G039:2023 

A consistent case 
convention and 
permitted character set 
shall be documented. 

Use measurementValue and 
qualityIndicator consistently. 

Data cataloguing 
and metadata 

MCMC MTSFB 
TC G047:2024 

Open interfaces and 

syntactic 
interoperability 

MCMC MTSFB 
TC G048:2024 
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6.2.2 Format declaration and negotiation 
 
The message type shall be identified in the payload or protocol binding or content-type identifier, 
enabling the receiving system to select the correct parser or shall be determinable from the protocol 
binding or messaging profile. 
 
Where multiple formats are supported, the sending and receiving entities shall identify a mutually 
supported format before operational data exchange begins.  
 
6.2.3 Payload composition requirements 
 
A payload shall be composed using a predictable structure mentioned in Table 3. A canonical envelope 
may be used where multiple device types, vendors, or platforms are integrated.  
 

Table 3. Payload composition requirements with examples 
 

Payload Composition Detail or example Keywords References 

The schema identifier and 
schema version shall be 
included or resolvable from 
the binding. 

schemaId:, 

iot.telemetry.airquality, 
schemaVersion: 1.2, 

Data-object typing and 

versioning 

MCMC MTSFB TC 

G039:2023 

Syntactic 

interoperability and 
open interfaces 

MCMC MTSFB TC 
G048:2024 

The payload shall identify 
its message type. 

messageType:telemetry, 

messageType: event, 

messageType: command or 
messageType: response 

Data-object lifecycle 

and operations 

MCMC MTSFB TC 

G039:2023 

Interoperability 

framework 

MCMC MTSFB TC 

G048:2024 

Operational metadata and 
business data shall be 
distinguishable. 

qualityIndicator is metadata; 
temperature is measurement 

data. 

Technical and 
operational metadata 

types 

MCMC MTSFB TC 
G047:2024 

Absent, empty and zero 
values shall be 
distinguishable where 
interpretation differs. 

measurementValue=0 differs 

from measurementValue= 

Data acquisition 
validation, veracity and 
metadata management. 

MCMC MTSFB TC 

G047:2024 

Aggregated or transformed 
payloads should include or 
link to provenance 
information. 

A derived average links to 

the source observations and 
transformation rule. 

Processing, operational 

metadata and source-
process linkage. 

MCMC MTSFB TC 
G047:2024 

 
6.2.4 Structural validation and well-formedness 
 
Receiving systems shall validate payload syntax, schema conformance and structural rules before 
using payload content. Structural validation should be automated where practicable, and evidence of 
validation should be retained where conformance assessment is required. Table 4 specifies the 
structural validation checks that shall be performed on received payloads.  
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Table 4. Structural validation requirement 
 

Validation 
check 

Structural validation Keywords References 

Syntax 
The payload shall be well 
formed according to the 
declared representation. 

Syntactic interoperability, common 
syntax and open standards. 

MCMC MTSFB TC 
G048:2024 

 

Schema 
and 

version 

The schema identifier and exact 
schema version shall resolve to 
an approved schema. 

Data-type versioning 
MCMC MTSFB TC 

G039:2023 

Metadata management and ingestion 
validation. 

MCMC MTSFB TC 
G047:2024 

Required 

fields 

Required fields shall be 

present. 

Data acquisition, validation and 
metadata management. 

MCMC MTSFB TC 
G047:2024 

 

Data type 
and range 

Values shall match the declared 

type, range, precision and 
enumeration. 

Data acquisition, validation and 
metadata management. 

MCMC MTSFB TC 
G039:2023 

 

Data veracity and validation. MCMC MTSFB TC 
G047:2024 

Timestamp 

and units 

Timestamp and unit fields shall 

comply with 6.1.4 and 6.1.6. 

Typed data objects. MCMC MTSFB TC 
G039:2023 

Technical and operational metadata. MCMC MTSFB TC 
G047:2024 

Resource 
limits 

Payload size, nesting depth, 
array length and processing 
limits shall not be exceeded. 

Device or gateway threats and security 

requirements. 

MCMC MTSFB TC 

G045:2024 

Ingestion, scalability and validation. 
MCMC MTSFB TC 

G047:2024 

 
6.2.5 Handling of invalid payloads 
  
Malformed, unparseable, incomplete, unsupported or policy-violating payloads shall be rejected, 
quarantined or temporarily deferred according to the applicable policy.  
 
A Machine-processable error should identify the validation stage, failed rule, decision and correlation 
identifier where available, without exposing credentials, tokens, personal data or unnecessary 
implementation details. Error information shall not expose credentials, tokens or personal data. 
 
6.3 Serialisation and encoding  
 
This clause specifies requirements for the serialisation and encoding of structured IoT data for 
transmission between devices, gateways, and platforms. It defines supported serialisation formats, 
character and binary encoding requirements, numeric representation, and efficient encoding for 
constrained devices. 
  
The requirements are intended to ensure that a payload produced by one entity can be reconstructed 
and interpreted by another entity without unintended loss of structure, data type, or value. 
 
6.3.1 Format selection 
 
Implementations should select the serialisation format according to the capabilities of the device and 
receiving platform, application requirements, available bandwidth, processing and memory constraints, 
and interoperability requirements. 
  
The general characteristics of the supported formats are summarised in Table 5. The relative payload 
size shown is indicative and may vary depending on the payload structure, data values, and 
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implementation. 
 

Table 5. General characteristics of supported serialisation formats 
 

Format 
Relative 

payload size 
Human-readable Recommended application 

JSON Medium Yes 
General-purpose IoT applications, gateways and 
platforms where readability, broad interoperability and 
ease of integration are prioritised 

CBOR Small No 
Resource-constrained devices and networks where 
payload size, bandwidth, processing overhead or energy 
consumption are prioritised 

SenMLa Small 
Partial (Depends on 

representation) 

Sensor measurement data; may use JSON or CBOR 

representation according to application constraints 

XML Large Yes 
Existing or legacy systems requiring XML-based 
interoperability 

a Defines a data model that can be represented using JavaScript Object Notation (JSON), Concise Binary Object 
Representation (CBOR), Extensible Markup Language (XML), or Efficient XML Interchange (EXI). Its payload size and human 
readability therefore depend on the selected representation. 

 
Where multiple formats satisfy the application requirements, implementations for constrained 
environments should prefer the representation that reduces payload size and processing overhead 
without compromising interoperability or required data precision. 
 
6.3.2 Data encoding 
 
Text-based payloads shall use UTF-8 encoding to ensure consistent representation across 
heterogeneous devices and platforms. 
 
Binary objects, such as images, firmware files, and certificates, or other octet sequences may be 
represented using Base64 encoding where the selected serialisation mechanism does not support 
native binary data. Where a binary serialisation format supports native byte strings, binary data should 
be represented using the native binary data type instead of Base64 to avoid unnecessary encoding 
overhead. 
 
Encoding and decoding processes shall not alter the content or interpretation of the original payload. 
 
JSON should be used for general-purpose and interoperability-oriented applications, while CBOR 
should be used for constrained or efficiency-oriented applications. 
 
IoT implementations should select the serialisation format appropriate to the capabilities and operational 
requirements of each endpoint, as specified in Table 6. 
 

Table 6. Recommended serialisation formats for IoT endpoints 
 

Endpoint JSON CBOR SenML XML Main consideration 

IoT device Suitable 
Preferred for 
constrained 

devices 

Suitable for 
sensor 
measurements 

Limited 
Device resources, 
payload size and 
energy consumption 

Edge 
device 

Suitable Suitable 

Suitable for 

measurement 
data 

Limited 

Local processing, 

aggregation and data 
transformation 

Edge 

gateway 
Suitable Suitable Suitable 

Suitable for 

legacy 
integration 

Protocol or format 

adaptation and 
interoperability 
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Table 6. Recommended serialisation formats for IoT endpoints (continued) 
 

Endpoint JSON CBOR SenML XML Main consideration 

IoT 

platform 

Preferred for 
general-
purpose 

integration 

Suitable 
Suitable for 
sensor-data 

ingestion 

Suitable for 
legacy or XML-

based 
integration 

Integration, ingestion, 
storage and 
application 
interoperability 

 
The selection of a serialisation format should be based on the characteristics and requirements of the 
application. JSON should be used for general-purpose IoT applications where human readability, broad 
implementation support, and ease of integration are prioritised. CBOR should be used where compact 
representation is required, particularly for resource-constrained devices and networks where payload 
size, bandwidth utilisation, processing overhead, or energy consumption are significant considerations. 
 
Different serialisation formats may be used across IoT endpoints where appropriate. For example, a 
constrained IoT device may use CBOR for communication with an edge gateway, while the gateway 
may use JSON when exchanging data with an IoT platform, provided that the conversion preserves the 
original data structure, data types, and values. 
 
The serialisation format should be selected according to application and endpoint requirements. JSON 
should be preferred for general-purpose interoperability, while CBOR should be preferred where 
compact and efficient payload representation is required. 
 
Legacy formats may be retained where necessary to support existing deployments and contractual 
commitments. 
 
6.3.3 Numeric representation 
 
Numeric values shall be serialised and deserialised without unintended loss of precision beyond the 
precision supported by the declared data type. Implementations shall ensure that the numeric range 
and precision used by the sending entity can be represented by the receiving entity. Where different 
numeric representations are supported by the communicating entities, the representation used shall not 
result in unintended truncation, overflow, underflow, or change of value. 
 
For JSON- and XML-based payloads, implementations should consider the interoperability limitations 
associated with numeric range and precision when exchanging values between heterogeneous 
platforms. 
  
For CBOR- and SenML-based payloads, implementations should use an appropriate numeric 
representation that preserves the intended value. Where compact encoding is required, the shortest 
representation that preserves the value should be used. 
 
6.3.4 Encoding for constrained devices 
 
Resource-constrained IoT devices and networks, including deployments using low-power wide-area 
network (LPWAN) technologies such as Narrowband Internet of Things (NB-IoT), Long-Term Evolution 
for Machines (LTE-M) and Long Range Wide Area Network (LoRaWAN), should use efficient payload 
representations to reduce transmission overhead, bandwidth utilisation, processing requirements and 
energy consumption. 
 
Binary serialisation formats such as CBOR should be considered where compact payload 
representation is required. For CBOR implementations, preferred serialisation should be used where 
applicable to minimise encoded size while preserving the represented value. 
 
Implementations should minimise unnecessary field names, repeated information, and encoding 
overhead where permitted by the applicable data model or schema. Payload size reduction shall not 
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remove required fields (as defined in 6.1) unless they are resolvable in accordance with 6.1.2. or alter 
declared data types. 
 
6.4 Messaging patterns  
 
This clause specifies requirements for message exchanges between IoT entities. It enables messages 
to be identified, associated and processed consistently across different implementations. 
 
Each message shall be identifiable as one of the following message types or another message type 
defined in the messaging profile: 
 
a) telemetry message; 
 
b) event notification; 
 
c) command message; 
 
d) acknowledgement message; 
 
e) response message;  
 
f) error response or re-transmission messages; 
 
g) configuration message; 
 
h) provisioning message; or 
 
i) heartbeat or liveness messages. 
 
An implementation shall define a messaging profile for each applicable interface. The messaging profile 
shall specify the requirements in Table 7. 
 

Table 7. Messaging profile requirements 
 

Requirement Description 

Message types Messages supported by the interface 

Message information Required information required for each message type 

Exchange pattern 
Request-response, publish-subscribe, one-way or other applicable 
pattern 

Message association Method for identifying and correlating related messages 

Response behaviour Acknowledgement and expected receiver response 

Delivery behaviour Timeout, retry, duplicate and out-of-order handling 

Error handling Error response and expected receiver behaviour 

 
The messaging profile shall be documented in a human-readable or machine-readable form and made 
available to parties implementing the interface. 
 
Messages shall conform to the applicable data model, payload structure and serialisation requirements 
specified in 6.1 and 6.3. 
 
Information required by this clause may be carried in the payload or protocol metadata. Where a 
gateway or protocol translator is used, information required for correct processing shall be preserved. 
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6.4.1 Common messaging requirement 
 
Each message shall contain sufficient information for the receiver to determine its purpose, source and 
relationship to other messages, as specified in Table 8. 
 

Table 8. Common IoT message information 
 

Information Requirement Applicability 

Message type Identifies the purpose of the message Required 

Source Identifies the originating entity Required 

Destination Identifies intended destination, resource or service Optional 

Message identifier Uniquely identifies an individual message Required 

Correlation identifier Associates related messages or transactions As required 

Time information Identifies observation, occurrence, creation or expiry time Required 

Sequence information Identifies message order Optional 

 
A response or acknowledgement relating to an earlier message shall contain a correlation identifier or 
equivalent mechanism. 
 
The applicable time representation shall conform to 6.1. A receiver shall not treat transmission time as 
observation or occurrence time unless this behaviour is defined by the messaging profile. 
 
Figure 2 illustrates how common information and message-specific content enable a receiving entity to 
identify, validate and process an IoT message. The figure is conceptual and does not prescribe a 
particular message format. 
 

 
 

Figure 2. Common information and message-specific content used for IoT message 
processing 

 
6.4.2 Telemetry and event exchanges 
 
A telemetry message shall represent measured, observed, calculated, aggregated or inferred 
information. The applicable data model shall define its data type and unit, and should define its permitted 
range and description. 
 
A missing telemetry value shall not be interpreted as zero. Where telemetry has been transformed, 
aggregated or inferred, sufficient information should be retained to prevent incorrect interpretation." 
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An event notification shall represent a discrete occurrence, threshold transition or state transition. The 
messaging profile shall define the applicable event types and states, and should define severity and 
priority where used. 
 
Telemetry messages and event notifications shall contain the applicable information specified in Table 9 
to support their consistent identification, interpretation and processing. 
 

Table 9. Requirements for telemetry and event messages 
 

Information Telemetry Event notification 

Source entity Required Required 

Type or property Measured or observed property Event type or category 

Value Required Where applicable 

Time Observation time Occurrence or detection time 

Unit Where applicable Where applicable 

Quality or status Where applicable Event state 

Severity or priority Where applicable Where applicable 

Event identifier Not applicable Required for event lifecycle 

Affected resource Not applicable Where applicable 

 
Where an event generates multiple notifications, the same event identifier or equivalent correlation 
mechanism shall be used throughout its lifecycle. 
 
An event acknowledgement indicates receipt or recognition of the notification and shall not indicate that 
the underlying condition has been resolved. 
 
Figure 3 illustrates that the same observed condition may produce telemetry and an event notification, 
depending on the purpose of the exchange. 
 

 
 

Figure 3. Conceptual distinction between telemetry and event notification 
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6.4.3 Command-and-control exchanges 
 
A command for which delayed execution could be invalid, unsafe or operationally undesirable shall 
contain an expiry time or validity period. An expired command shall not be executed. 
 
The messaging profile shall define whether a command is safe to repeat without causing unintended 
duplicate execution. Duplicate processing shall not cause unintended repeated execution. Table 10 
summarises the information and behaviour required at each stage of a command-and-control exchange, 
including validity checks, acknowledgement and reporting of the final outcome. 
 

Table 10. Command-and-control message requirements 
 

Stage Required information or behaviour 

Command 
Command type, target, identifier, parameters and issuing 

entity 

Validation Validate command, target, parameters and validity 

Acknowledgement Indicate accepted, rejected or unable to determine 

Processing Execute the accepted command 

Completion Report final outcome and completion time 

Failure Provide applicable machine-processable error information 

 
Acceptance of a command for processing shall not indicate successful completion. For asynchronous 
processing, acknowledgement and final outcome shall be communicated separately. 
 
The final command outcome shall indicate as applicable, successful, warning, failed, rejected, expired, 
cancelled or unknown. 
 
Figure 4 illustrates the distinction between receipt of a command, acceptance for processing and 
successful of the requested action. 
 

 
Figure 4. Command processing sequence 
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6.4.4 Delivery, retry and message handling 
 
The messaging profile shall define delivery requirements for each applicable message type, including 
tolerance to message loss, delay, duplication and reordering. 
 
Where confirmation is required, the implementation shall distinguish between transport confirmation, 
application receipt, acceptance for processing and processing completion. A transport 
acknowledgement shall not be interpreted as confirmation of application-level processing. 
 
Where duplicate delivery is possible, message, event or command identifiers shall be used to detect 
duplicates. Duplicate processing shall not cause unintended repeated actions. 
 
Where message order is significant, sequence information or an equivalent mechanism shall be used. 
 
Where acknowledgement or response is required, the messaging profile shall define the timeout and 
retry behaviour. A retransmission representing the same operation shall retain the identifier used for 
duplicate detection. A new operation shall use a new identifier. 
 
Where repeated event notifications are supported, the messaging profile should define a maximum 
repetition count, repetition period, or equivalent suppression mechanism to prevent indefinite 
retransmission of the same event. 
 
6.4.5 Error handling 
 
A receiver shall provide a machine-processable error response where required by the messaging profile 
and where a response path is available. Table 11 summarises common error outcomes to support 
consistent error identification, reporting and handling across different IoT messaging implementations. 
 
A receiver shall not process a message where missing or invalid required information prevents 
unambiguous interpretation. 
 
Unknown optional fields may be ignored where permitted by the applicable schema. Error information 
shall not expose credentials, tokens or personal data. 
 

Table 11. Common error outcomes 
 

Error category Example condition 

Malformed message Message structure cannot be processed 

Missing or invalid information Required information is absent or invalid 

Unsupported type or version Message type, schema or version is unsupported 

Unsupported command or target Command or destination is not recognised 

Expired message Validity or expiry time has passed 

Duplicate or inconsistent identifier Identifier conflicts with an existing message 

Processing failure Receiver cannot complete processing 

Temporarily unavailable Receiver is temporarily unable to process 

Rate or volume limit exceeded Permitted message rate or volume is exceeded 
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Annex A 
(informative) 

 
 

Use cases 
 
 
This annex shows how Clause 6 applies to the reference use cases identified in Clause 5, namely smart 
streetlighting and city air-quality monitoring. The examples cover command-and-control, telemetry, 
event notification and context-enriched entity updates. Each example presents one possible way of 
meeting the requirements and does not prescribe a particular schema, field name or message format.  
 
Identifiers use the example Uniform Resource Name (URN) namespace reserved for documentation in 
IETF RFC 6963 and do not represent real devices. All measured values, thresholds and times are 
illustrative and do not represent regulatory limits. Unless otherwise specified, units are expressed using 
the Unified Code for Units of Measure (UCUM). The NGSI-LD example in A.3 uses UN/CEFACT 
Recommendation No. 20 common codes, in accordance with the unitCode representation used by 
NGSI-LD. 
 
A.1 Smart streetlight brightness control for command-and-control, D2P 
 
A local authority reduces streetlight brightness to 50 % at 23:00 local time to save energy. The level 
holds until 06:00 local time, when the controller returns to its default schedule. The streetlight controller 
connects directly to the IoT platform over a cellular LPWAN, for example NB-IoT or LTE-M, using a 
publish-subscribe protocol such as Message Queuing Telemetry Transport (MQTT). The exchange is 
therefore classified as D2P, as specified in Table 1. 
 
Payloads are JSON. The media type application/json is declared through the protocol binding, for 
example the MQTT version 5 content type property or the Constrained Application Protocol (CoAP) 
Content-Format option. The exchange has three messages: the command in A.1.1, the 
acknowledgement in A.1.2 and the final outcome in A.1.3. 
 
The example illustrates the following: 
 
a) All three messages use the same canonical envelope, which separates schema, message type, 

identity, time and business data as specified in 4.3 and 6.2.3. 
 

b) The command carries the command type, target, parameters and issuing entity as in Table 10. It 
also carries an expiry time. A controller that receives the command after expiresAt does not execute 
it and returns the outcome expired as specified in 6.4.3. 
 

c) All times are expressed in UTC except holdUntil. That value is expressed in local time with an 
explicit +08:00 offset in 6.1.4. 
 

d) The brightnessLevel field declares its unit explicitly. The unit is not implied by the field name, as 
specified in 6.1.6. 
 

e) The acknowledgement and the final response both carry a correlationId equal to the messageId of 
the command in 6.4.1. The acknowledgement accepted confirms validation and acceptance only. 
The acknowledgement status accepted confirms validation and acceptance only. Completion is 
reported separately in A.1.3, with its own completedAt time. 
 

f) Setting an absolute brightness level is declared in the messaging profile as safe to repeat. A 
retransmission of the same command keeps the same messageId, so the controller can detect and 
discard the duplicate in 6.4.4. 
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g) The device identifier is not derived from pole number, location or the owning authority. That 
information is conveyed as separate data elements in 6.1.3. 
 

A.1.1 Command for IoT platform to streetlight controller 
 
{ 
  "schemaId": "iot.command.streetlight.brightness", 
  "schemaVersion": "1.0", 
  "messageType": "command", 
  "messageId": "3f6c2a8e-91d4-4b7a-8e25-6d0f4c1b9a73", 
  "source": { 
    "platformId": "urn:example:iot:platform:SLP-01" 
  }, 
  "target": { 
    "deviceId": "urn:example:iot:dev:SLC-000123" 
  }, 
  "createdAt": "2026-06-01T15:00:00Z", 
  "expiresAt": "2026-06-01T15:05:00Z", 
  "unitSystem": "UCUM", 
  "data": { 
    "commandType": "setBrightnessLevel", 
    "parameters": { 
      "brightnessLevel": { "value": 50, "unit": "%" }, 
      "holdUntil": "2026-06-02T06:00:00+08:00" 
    } 
  } 
} 
 
A.1.2 Command acknowledgement for streetlight controller to IoT platform 
 
{ 
  "schemaId": "iot.command.acknowledgement", 
  "schemaVersion": "1.0", 
  "messageType": "commandAcknowledgement", 
  "messageId": "a2d7e4f1-5b83-4c69-9f0e-2b6a8c3d1e45", 
  "correlationId": "3f6c2a8e-91d4-4b7a-8e25-6d0f4c1b9a73", 
  "source": { 
    "deviceId": "urn:example:iot:dev:SLC-000123" 
  }, 
  "createdAt": "2026-06-01T15:00:04Z", 
  "data": { 
    "acknowledgementStatus": "accepted" 
  } 
} 
 
A.1.3 Command response for streetlight controller to IoT platform 
 
{ 
  "schemaId": "iot.command.response", 
  "schemaVersion": "1.0", 
  "messageType": "commandResponse", 
  "messageId": "c8b1f3d6-7e24-4a95-b0c7-4d9e2f6a8b12", 
  "correlationId": "3f6c2a8e-91d4-4b7a-8e25-6d0f4c1b9a73", 
  "source": { 
    "deviceId": "urn:example:iot:dev:SLC-000123" 
  }, 
  "createdAt": "2026-06-01T15:00:06Z", 
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  "unitSystem": "UCUM", 
  "data": { 
    "outcome": "successful", 
    "completedAt": "2026-06-01T15:00:05Z", 
    "reportedState": { 
      "brightnessLevel": { "value": 50, "unit": "%" } 
    } 
  } 
} 
 
A.2 City air quality monitoring for telemetry and event notification, D2E and E2P 
 
A roadside air-quality sensor measures particulate matter (PM2.5 and PM10), nitrogen dioxide (NO₂), 
temperature and relative humidity at 5-minute intervals. It sends each reading to an edge gateway over 
a low-power wireless link. Because the sensor is resource-constrained, it uses a compact CBOR 
payload for D2E in A.2.1. 
 
The edge gateway terminates that session, converts the payload to JSON and forwards it to the IoT 
platform for E2P in A.2.2. The gateway also computes an hourly average of PM2.5. When that average 
exceeds a threshold configured by the operator, the gateway raises an event notification for E2P in 
A.2.3. 
 
The example illustrates the following: 
 
a) The D2E payload uses integer keys and fixed units defined in the documented payload profile for 

the iot.telemetry.airquality schema, version 1.2. This reduces field-name overhead without 
removing the required data elements specified in 6.1.2 and 6.3.4. Where the schema identifier, 
schema version and device identity can be resolved unambiguously from the protocol binding, the 
corresponding keys may be omitted from the payload, as permitted by Table 3. 
 

b) The observation time is carried as an epoch-based date or time in CBOR tag 1. The gateway 
converts it without ambiguity to ISO 8601 UTC, so the sensor does not need to format dates in 
6.1.4. 
 

c) CBOR preferred serialisation encodes each value in the shortest form that preserves it. For 
example, 28.5 is encoded as a half-precision float in 6.3.3, 6.3.4. 
 

d) The gateway conversion preserves structure, data types and values: integers remain integers and 
null remains null. Integer codes expand to their documented text values, a mapping that is reversible 
in 6.1.5, 6.3.2. 
 

e) The NO2 reading is unavailable during sensor warm-up. It is conveyed as null with qualityIndicator 
"unavailable", which keeps it distinguishable from a zero value specifies in 6.1.7, 6.2.3, 6.4.2. The 
quality codes in this profile are 0 = valid, 1 = degraded and 2 = unavailable. A data key without a 
quality entry is valid. 
 

f) The gateway adds its own identity and receipt time as operational metadata. These are kept 
separate from the observation time and the business data in 5, 6.1.4 and 6.2.3. The sensor's 
sequenceNumber is retained end to end as the data identifier and ordering mechanism in 6.1.2 and 
6.4.4. 
 

g) The event notification carries an eventId that stays the same for the whole event lifecycle. A later 
notification with eventState "cleared" reuses that eventId. Acknowledging the event does not mean 
the condition has been resolved in 6.4.2. 
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h) The derived hourly average carries provenance: aggregation method, time window, source 
sequence range and sample count. It is rounded to the resolution of the source values, 1 µg/m³, so 
it does not imply greater precision than the sensor provides in Table 3. 

 
A.2.1 D2E telemetry for sensor to edge gateway and media type application/cbor 
 
The payload is shown using the CBOR diagnostic notation specified in IETF RFC 8949. Explanatory 
comments are enclosed between slash characters, following the convention illustrated in Appendix G 
of IETF RFC 8610. 
 
{ 
  1: "iot.telemetry.airquality",          / schemaId / 
  2: "1.2",                               / schemaVersion / 
  3: 1,                                   / messageType, 1 = telemetry / 
  4: "urn:example:iot:dev:AQS-000456",    / deviceId / 
  5: 2041,                                / sequenceNumber / 
  6: 1(1780293600),                       / observedAt, 2026-06-01T06:00:00Z / 
  7: true,                                / clockSynchronised / 
  8: {                                    / data, units fixed by schema / 
    1: 18,                                / pm25, ug/m3 / 
    2: 31,                                / pm10, ug/m3 / 
    3: null,                              / no2, ug/m3 / 
    4: 28.5,                              / temperature, Cel / 
    5: 78                                 / relativeHumidity, % / 
  }, 
  9: { 3: 2 }                             / quality by data key, no2 = unavailable / 
} 
 
A.2.2 E2P telemetry for edge gateway to IoT platform and media type application/json 
 
{ 
  "schemaId": "iot.telemetry.airquality", 
  "schemaVersion": "1.2", 
  "messageType": "telemetry", 
  "messageId": "0d9b3a7e-5c21-4e8f-a6b4-71c2e9d05f13", 
  "source": { 
    "deviceId": "urn:example:iot:dev:AQS-000456", 
    "gatewayId": "urn:example:iot:gw:EGW-000078" 
  }, 
  "sequenceNumber": 2041, 
  "observedAt": "2026-06-01T06:00:00Z", 
  "unitSystem": "UCUM", 
  "meta": { 
    "clockSynchronised": true, 
    "receivedAt": "2026-06-01T06:00:02Z", 
    "sourceMediaType": "application/cbor" 
  }, 
  "data": { 
    "pm25": { "value": 18, "unit": "ug/m3", "qualityIndicator": "valid" }, 
    "pm10": { "value": 31, "unit": "ug/m3", "qualityIndicator": "valid" }, 
    "no2": { "value": null, "unit": "ug/m3", "qualityIndicator": "unavailable" }, 
    "temperature": { "value": 28.5, "unit": "Cel", "qualityIndicator": "valid" }, 
    "relativeHumidity": { "value": 78, "unit": "%", "qualityIndicator": "valid" } 
  } 
} 
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A.2.3 E2P event notification for edge gateway to IoT platform and media type application/json 
 
{ 
  "schemaId": "iot.event.airquality.threshold", 
  "schemaVersion": "1.0", 
  "messageType": "event", 
  "messageId": "7a4e2c91-3b5d-4f60-8e17-c0d2b9a64f35", 
  "eventId": "e1c85f02-9d47-4a3b-b6e2-5f1a08c3d794", 
  "source": { 
    "gatewayId": "urn:example:iot:gw:EGW-000078" 
  }, 
  "affectedResource": { 
    "deviceId": "urn:example:iot:dev:AQS-000456", 
    "property": "pm25" 
  }, 
  "detectedAt": "2026-06-01T10:00:03Z", 
  "unitSystem": "UCUM", 
  "meta": { 
    "provenance": { 
      "aggregationMethod": "arithmeticMean", 
      "windowStart": "2026-06-01T09:00:00Z", 
      "windowEnd": "2026-06-01T10:00:00Z", 
      "sourceSequenceRange": [2077, 2088], 
      "sampleCount": 12, 
      "rounding": "nearestInteger" 
    } 
  }, 
  "data": { 
    "eventType": "thresholdExceeded", 
    "eventState": "active", 
    "severity": "warning", 
    "observedValue": { "value": 56, "unit": "ug/m3" }, 
    "thresholdValue": { "value": 50, "unit": "ug/m3" } 
  } 
} 
 
A.3 Context-enriched smart city entity update using ETSI NGSI-LD and JSON-LD 
 
This example demonstrates the syntactic representation of a context-enriched entity using ETSI NGSI-
LD and JSON-LD. It illustrates how entity identifiers, attributes, values, units, timestamps and location 
information can be represented in a structured and machine-processable form. The example does not 
establish semantic interoperability requirements. 
 
The example illustrates the following: 
 
a) The payload uses the ETSI NGSI-LD JSON-LD syntax, enabling structured data exchange with 

compatible context brokers and smart city platforms. 
 
b) The @context member references defined vocabularies that enable abbreviated terms in the 

payload to be expanded into corresponding identifiers. 
 
c) Each measurable attribute is represented as an NGSI-LD Property, while location is represented 

as a GeoProperty. This allows the payload structure and value types to be validated against the 
applicable data model or schema. 

 
d) Units are represented using UN/CEFACT Recommendation No. 20 common codes. In this 

example, 59 represents part per million and CEL represents degree Celsius. 



MCMC MTSFB TC GXXX:2026  

26 
 

e) Location is represented using a GeoJSON-compatible Point geometry containing an ordered 
longitude-and-latitude coordinate pair. 

 
f) The standardised payload structure can facilitate data exchange across compatible systems and 

application domains. However, semantic interoperability depends on the receiving systems using 
and interpreting the referenced data models and vocabularies consistently. 
 

Example:  
 
{ 
  "@context": [ 
    "https://uri.etsi.org/ngsi-ld/v1/ngsi-ld-core-context.jsonld", 
    "https://smart-data-models.github.io/dataModel.Environment/context.jsonld" 
  ], 
  "id": "urn:ngsi-ld:AirQualityObserved:CityCenter01", 
  "type": "AirQualityObserved", 
  "dateObserved": { 
    "type": "Property", 
    "value": "2026-05-18T12:00:00Z" 
  }, 
  "co": { 
    "type": "Property", 
    "value": 0.85, 
    "unitCode": "59", 
    "observedAt": "2026-05-18T12:00:00Z" 
  }, 
  "temperature": { 
    "type": "Property", 
    "value": 28.7, 
    "unitCode": "CEL", 
    "observedAt": "2026-05-18T12:00:00Z" 
  }, 
  "location": { 
    "type": "GeoProperty", 
    "value": { 
      "type": "Point", 
      "coordinates": [ 
        101.6869, 
        3.1390 
      ] 
    } 
  } 
} 
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