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Foreword 
 
 
This technical code for the Internet of Things (IoT) – Safety, Security and Privacy Management 
(‘Technical Code’) was developed pursuant to Section 185 of the Communications and Multimedia Act 
1998 (Laws of Malaysia Act 588) by the Security, Trust and Privacy Working Group of the Malaysian 
Technical Standards Forum Bhd (MTSFB). 
 
This Technical Code shall replace the MCMC MTSFB TC G013:2018, Internet of Things - Security 
Management. The latter shall be deemed to be invalid to the extent of any conflict with this Technical 
Code.  
  
This Technical Code shall continue to be valid and effective from the date of its registration until it is 
replaced or revoked.  
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Introduction 
 
 
The Internet of Things (IoT) is the current state of the art technology that revolutionised the world. It 
networks the physical devices, vehicles, home appliances, embedded items, software, sensors, 
actuators and data exchanges. From the perspective of technical standardisation, the IoT can be viewed 
as a global infrastructure for the information society, enabling advanced services by interconnecting 
(physical and virtual) things based on existing and evolving interoperable information and 
communication technologies (ICT). Through the exploitation of identification, data capture, processing, 
and communication capabilities, the IoT makes full use of "things" to offer services to all kinds of 
applications, whilst ensuring that safety, security and privacy requirements are fulfilled. 
 
The IoT is expected to greatly integrate leading technologies, such as technologies related to advanced 
machine-to-machine (M2M) communication, autonomic networking, data mining and decision-making, 
security and privacy protection and cloud computing, with technologies for advanced sensing and 
actuation. 
 
The dependency on IoT is imminent and so are the challenges and threat it will inevitably bring to safety, 
security and privacy. A strong commitment to provide a secure and resilient IoT network, protecting 
sensitive information, is necessary to mitigate the potential risk in IoT. 
 
This Technical Code is the series of MCMC MTSFB Technical Codes on IoT security.  
 
Table I provides detailed requirements for specific security domains and shall be read in conjunction 
with this Technical Code. 
 

Table I. MCMC MTSFB Technical Codes on IoT security 
 

Technical Code Title Domain covered 

MCMC MTSFB TC 
G031 

Internet of Things (IoT) - 
Application Security 

Requirements 

IoT application-layer security: security domains, measures, 
and best practices across organisational, policy, and 
technical dimensions. 

MCMC MTSFB TC 
G045 

Internet of Things (IoT) - 
Device Security 
Requirements 

IoT device and gateway security: authentication, 
cryptography, data security, device platform security, and 
physical security. 

MCMC MTSFB TC 
G056 

Internet of Things (IoT) - 
Privacy Requirements 

IoT data privacy governance and controls: data protection 
governance, compliance, risk management, and privacy 
control requirements. 

MCMC MTSFB TC 
G058 

Internet of Things (IoT) - 
Functional Safety 

Requirements 

IoT Functional Safety lifecycle and requirements to ensure 
safety for people, asset and environment. 

 

Figure I illustrates the architecture of the MCMC MTSFB Technical Codes on IoT security. This 
Technical Code establishes the common principles, requirements, and governance for the companion 
Technical Codes. The architecture is organised into 3 layers, each serving a distinct function in the 
implementation of IoT safety, security and privacy requirements. 
 
a) Layer 1 

 
Requirement attributes detail the IoT SSP requirements into functional safety, application security, 
device security and privacy focus. 
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b) Layer 2 
 
Context-specific requirements specify the requirements for specify application vertical. 

 
c) Layer 3 

 
Compliance or conformance establish the assessments framework for specific application vertical. 

 
The 3 layers ensure that IoT systems are designed, deployed, and operated in a manner that is safe, 
secure, privacy-respecting, and fully aligned with the requirements of the MCMC MTSFB Technical 
Codes on IoT security. 
 

 
 

Figure I. Architecture of the MCMC MTSFB Technical Codes on IoT security 
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INTERNET OF THINGS (IoT) - SAFETY, SECURITY AND PRIVACY 
MANAGEMENT 

 
 
1. Scope 
 
This Technical Code specifies the requirements for managing safety, security and privacy in Internet of 
Things (IoT) systems, which covers: 
 
a) the IoT system reference model; 

 
b) the principles for managing IoT safety, security and privacy throughout the system lifecycle; 

 
c) the classification of IoT safety, security and privacy threats and risks; and 

 
d) the requirements for risk assessment, risk treatment, implementation of controls, and compliance. 
 
This Technical Code applies to IoT device manufacturers, service providers, system integrators, and 
consumers operating within the communications and multimedia ecosystem. 
 
 
2. Normative references 
 
The following normative references are indispensable for the application of this Technical Code. For 
dated references, only the edition cited applies. For undated references, the latest edition of the 
normative references (including any amendments) applies. 
 
MCMC MTSFB TC G031:2021, Internet of Things (IoT) - Application Security Requirements 
 
MCMC MTSFB TC G045:2024, Internet of Things (IoT) - Device Security Requirements 
 
MCMC MTSFB TC G056:2025, Internet of Things (IoT) - Privacy Requirements 
 
MCMC MTSFB TC G058:2026, Internet of Things (IoT) - Functional Safety Requirements 
 
ITU-T Y.4100/Y.2066 (06/2014), Common requirements of the Internet of things 
 
APT/ASTAP/REPT-62, Guideline for IoT Security (for manager), Asia-Pacific Telecommunity 
Standardization Program Forum, ASTAP-37 
 
 
3. Abbreviations 
 
For the purposes of this Technical Code, the following abbreviations apply. 
 
Refer to Annex A. 
 
 
4. Terms and definitions  
 
For the purposes of this Technical Code, the following definitions apply. 
 
4.1 Asset 
 
Anything that has value to an organisation, its operations, and their continuity. 
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4.2 Authentication 
 
Process of verifying the claimed identity of an entity. 
 
4.3 Authorisation 
 
Process of granting or denying access rights to entities based on defined policies. 
 
4.4 Availability 
 
Property of being accessible and usable upon demand by an authorised entity. 
 
4.5 Confidentiality 
 
Property that information is not made available or disclosed to unauthorised individuals, entities, or 
processes. 
 
4.6 Control plane 
 
The control plane manages devices and network behaviour. 
 
4.7 Data plane 
 
The data plane handles the actual payload traffic generated by devices. 
 
4.8 Device Identity 
 
Unique set of attributes that distinguishes one IoT device from all others.  
 
4.9 Firmware 
 
Software that provides low-level control for the hardware of an IoT device. 
 
4.10 Integrity 
 
Property of accuracy and completeness of assets. 
 
4.11 Internet of Things (IoT) device 
 
Physical object connected to a network that senses or interacts with the physical world and 
communicates data. 
 
4.12 Internet of Things (IoT) functional safety 
 
A set of controls, mechanisms, or processes embedded within an IoT system that are specifically 
designed to ensure the system operates correctly and safely even when faults occur, protecting people, 
assets, and the environment from harm.  
 
4.13 Internet of Things (IoT) gateway 
 
Device or software that connects IoT devices to a network, providing protocol translation, data 
aggregation, and local processing.  
 
4.14 Internet of Things (IoT) lifecycle 
 
Series of phases in the existence of an IoT system or device, from conception through decommissioning 
and disposal. 
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4.15 Internet of Things (IoT) platform 
 
Software infrastructure that provides device management, data collection, processing, and application 
enablement services for IoT deployments.  
 
4.16 Internet of Things (IoT) privacy 
 
The protection and proper handling of personal data collected, processed, transmitted, and stored within 
the IoT ecosystem. 
 
4.17 Internet of Things (IoT) security 
 
The practices, technologies, and policies designed to protect IoT systems such as spanning devices, 
networks, and applications from unauthorised access, cyber threats, and vulnerabilities, ensuring the 
confidentiality, integrity, and availability of data and services throughout the IoT ecosystem. 
 
4.18 Risk 
 
Combination of the probability of occurrence of harm and the severity of that harm. 
 
4.19 Secure boot 
 
Mechanism that validates the integrity and authenticity of boot software using cryptographic verification 
prior to execution.  

 
4.20 Security update  
 
Software update that addresses one or more security vulnerabilities in a device. 
 
4.21 Threat  
 
Potential cause of an unwanted incident that may result in harm to a system or organisation. 
 
4.22 Traffic engineering 
 
Process of optimising how traffic flows through a network so that bandwidth, performance, reliability, 
and latency are efficiently engineered.  
 
4.23 Vulnerability 
 
Weakness of an asset or control that can be exploited by one or more threats. 
 
4.24 Zero trust 
 
Security model in which no user, device, or network segment is implicitly trusted, and all access 
requests are verified before access is granted.  

 
 
5. Internet of Things (IoT) security threats 
 
IoT systems face a diverse and rapidly evolving threat landscape that spans the entire stack from 
physical devices to cloud platforms, independent of their configuration state. These threats are amplified 
by the unique characteristics of IoT deployments: resource-constrained hardware, extended operational 
lifecycles, large-scale heterogeneous device populations, and the convergence of information and 
operational technology environments. Vulnerabilities exploited across these domains can lead to 
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compromised devices, disrupted services, safety incidents, privacy breaches, and attacks on National 
Critical Information Infrastructure (NCII).  
 
This clause identifies the primary IoT threat categories, vulnerability classifications, and context-based 
threat taxonomy to support the identification and assessment of IoT risks and the implementation of 
appropriate Safety, Security and Privacy (SSP) control requirements specified in Clause 8. 
 
5.1 Internet of Things (IoT) threat categories 
 
Table 1 summarises the major IoT security threat categories and their associated risks affecting 
connected devices, networks and services. 
 

Table 1. Major IoT security threat categories and associated risks 
 

IoT threat categories Description 

Large-scale botnets and mass exploitation 
Large-scale automated attacks compromise vulnerable IoT 
devices for Distributed Denial of Service (DDoS) activities, 
mass scanning, and coordinated network disruption. 

High-severity vulnerabilities and firmware 
exposure 

Unpatched firmware and critical vulnerabilities expose IoT 
devices to compromise, unauthorised access, and persistent 
security exploitation. 

Weak defaults, misconfigurations and open 
services 

Insecure default settings, exposed services, and weak 
configurations increase the risk of opportunistic attacks and 
device compromise. 

Adversary-in-the-middle attacks and wireless 
insecurity 

Interception and manipulation of IoT communications threaten 
data confidentiality, integrity, authentication, and secure 
wireless connectivity. 

Supply-chain and third-party component risks 
Third-party firmware, software libraries, and external 
components introduce security risks beyond direct 
organisational control and visibility. 

Ransomware and extortion via IoT initial 
access 

Compromised IoT devices are exploited as entry points for 
ransomware deployment, network intrusion, and extortion 
activities. 

State-sponsored targeting of IoT and critical 
infrastructure 

State-aligned threat actors conduct persistent and targeted 
operations against IoT-connected critical sectors including 
energy, manufacturing, healthcare, and smart city 
infrastructure, with objectives of espionage, pre-positioning for 
disruption, and geopolitical leverage. 

  
Table 2 maps IoT security threat categories to the cybersecurity taxonomy domains of people, process, 
technology, and organisation to support structured risk identification and security governance. 
 

Table 2. IoT threat category classification according to cybersecurity taxonomy 
 

Cybersecurity 
taxonomy IoT security threat categories Short description 

Technology 

a) Large-scale botnets and mass  
exploitation 

b) High-severity vulnerabilities and firmware 
exposure 

c) Adversary-in-the-middle attacks and 
wireless insecurity 

Technology-related threats exploit 
weaknesses in IoT devices, firmware, 
communication protocols, and network 
infrastructure. 
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Table 2. IoT threat category classification according to cybersecurity taxonomy (continued) 
 

Cybersecurity 
taxonomy IoT security threat categories Short description 

Process 

a) Weak defaults, misconfigurations and open 
services 

b) Supply-chain and third-party component 
risks 

Process-related threats arise from poor 
security practices, weak configurations, 
inadequate patching, and insufficient 
supply-chain governance. 

People 

a) Weak defaults, misconfigurations and open 
services 

b) Ransomware and extortion via IoT initial 
access 

Human-related threats involve weak 
credential management, insecure user 
practices, social engineering, and 
operational security negligence. 

Organisation 

a) Supply-chain and third-party component 
risks 

b) Ransomware and extortion via IoT initial 
access 

Organisational threats affect governance, 
risk management, third-party 
dependencies, incident response, and 
cybersecurity resilience. 

 
5.2 Internet of Things (IoT) security risk and vulnerabilities classification 
 
Table 3 summarises commonly recognised IoT security vulnerabilities and their relevance to IoT system 
risk and exposure. The first 5 categories reflect the most prevalent and high-risk IoT security 
weaknesses, whereas the remaining categories continue to serve as a baseline for identifying common 
vulnerabilities across IoT environments. 
 

Table 3. IoT security risk and vulnerabilities classification 
 

Category Vulnerability Description 

1 Weak, guessable, or 
hardcoded passwords 

Use of easily brute-forced, publicly available, or unchangeable 
credentials, including backdoors in firmware that grant 
unauthorised access. 

2 Lack of secure update 
mechanism 

Absence of firmware validation on device, insecure delivery 
(unencrypted in transit), no anti-rollback mechanism, or no 
security change notification. 

3 Insecure data transfer and 
storage 

Lack of encryption or access control for sensitive data at rest, in 
transit, or during processing. 

4 Lack of device management 
Absence of security support on production devices, including 
asset management, update management, secure 
decommissioning, and monitoring. 

5 Insecure default settings Devices shipped with insecure default settings or lacking the 
ability to make the system more secure. 

6 Insecure network services 
Unneeded or insecure network services running on the device 
that compromise confidentiality, integrity, or availability or allow 
unauthorised remote control. 

7 Insecure ecosystem interfaces 
Insecure web, backend Application Programming Interface (API), 
cloud, or mobile interfaces lacking authentication, authorisation, 
or adequate input/output filtering. 

8 Use of insecure or outdated 
components 

Use of deprecated or insecure software components or libraries, 
including insecure operating system customisations and 
compromised supply-chain components. 

9 Insufficient privacy protection Personal information stored on the device or in the ecosystem 
that is used insecurely, improperly, or without permission. 

10 Lack of physical hardening Insufficient physical hardening allows attackers to gain sensitive 
information or take local control of the device. 
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5.3 Internet of Things (IoT) security threat classification by service target 
 
APT/ASTAP/REPT-62 categorises IoT security threats by service target and attack vector. 
Organisations shall consider the following threat categories when conducting risk assessments and 
threat modelling for IoT deployments as described in Figure 1 below. 
 

 
 

Figure 1. Context-based threat categories for IoT ecosystems 
 
 
6. Principles of Internet of Things (IoT) Safety, Security and Privacy (SSP) 
 
The SSP of IoT ecosystems cannot be treated as an afterthought, a standalone compliance exercise, 
or a purely technical concern. Given the extensive integration of IoT across critical infrastructure, 
industrial operations, and consumer environments, a foundational set of principles must guide how 
safety, security and privacy is conceptualised, engineered, and sustained. These principles serve as 
strategic and operational guidance for policymakers, developers, and operators in managing IoT 
security risks arising from evolving cyber threats and system vulnerabilities. They support resilient IoT 
deployments that remain aligned with regulatory expectations and trustworthy service delivery 
throughout the operational lifecycle. The following clauses outline the core principles that organisations 
must adopt to build and maintain safe, secure and privacy preserving IoT architectures. 
 
6.1 Safety, Security and Privacy (SSP) as a mandatory and lifecycle requirement 
 
Lifecycle requirement means moving beyond reactive patching. Instead, SSP must be engineered into 
every phase of an IoT system’s existence, from initial concept to final retirement. This approach ensures 
that SSP vulnerabilities are addressed at the source rather than mitigated post-deployment and that 
SSP obligations are clearly defined, consistently enforced, and continuously validated as risk from 
threats and technologies evolve. The following requirements operationalise this philosophy across the 
IoT ecosystem. 
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a) SSP shall be integrated across the entire IoT lifecycle, including design, development, deployment, 
operation, maintenance, and decommissioning. 
 

b) IoT systems shall adopt an SSP-by-design and SSP-by-default approach, ensuring appropriate 
SSP controls are embedded. SSP requirements shall be treated with equal importance as functional 
and performance requirements and must be clearly defined, testable, and auditable, consistent with 
best-practice frameworks. 
 

c) Organisations shall define and enforce acceptable residual risk thresholds, aligned with national 
cybersecurity expectations. 

 
d) SSP requirements must avoid ambiguity and shall include measurable criteria. Continuous 

compliance monitoring shall be conducted throughout the lifecycle, reflecting the evolving IoT threat 
landscape. 

  
6.2 Context-aware and risk-driven Internet of Things (IoT) Safety, Security and Privacy (SSP)  
 
IoT SSP cannot be applied uniformly across all deployments; it must be calibrated to the specific 
operational, regulatory, and technological realities of each environment. A context-aware approach 
ensures that controls are neither overly burdensome nor insufficiently protective but rather tailored to 
the actual risk profile and jurisdictional requirements of the deployment. By grounding SSP decisions in 
real-world business needs, compliance obligations, and architectural layers, organisations can 
implement targeted, effective safeguards that adapt as the system or its environment changes. The 
following dimensions outline how context and risk should shape IoT SSP posture. 
 
IoT SSP shall be defined based on multi-dimensional context, reflecting national regulatory and 
operational environments.  
 
a) Business context 
 

i) SSP controls shall consider critical sector-specific risks such as national defense and security, 
healthcare services, smart cities, and critical infrastructure. 

 
ii) Protection of service continuity, public safety, and NCII shall be prioritised. 

 
b) Regulatory context 
 

IoT systems shall comply with government regulatory frameworks. 
 
c) Technological context 
 

i) Security controls shall address risks across the 4-layer IoT architecture as depicted in Figure 2 
in Clause 7. 

 
ii) Organisations shall implement continuous monitoring and logging, vulnerability and patch 

management, and protection against reverse engineering. 
 

iii) SSP controls shall be enforced across the full lifecycle, including provisioning, operation, and 
decommissioning, with clearly defined governance, accountability, and measurable 
performance criteria. 

 
iv) SSP claims shall only be valid within the defined deployment context. Any change in 

environment, infrastructure, or jurisdiction shall trigger mandatory reassessment. 
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6.3 Risk-based Safety, Security and Privacy (SSP) investments 
 
SSP investments in IoT must be strategically aligned with the actual risk exposure and criticality of the 
system, rather than driven by generic checklists or fear-based spending. A risk-based approach ensures 
that resources are allocated efficiently, prioritising protections where failures would have the most 
severe consequences for safety, data privacy, or public trust. By integrating continuous threat 
intelligence and cost-benefit analysis into decision-making, organisations can maintain robust security 
postures without compromising innovation or operational viability. The following guidelines define how 
SSP funding and resource allocation should be structured to maximise impact and resilience. 
 
a) Investment in IoT SSP controls shall be proportionate to risk exposure, and system criticality. 
 
b) SSP expenditure shall be recognised as a strategic enabler, reducing risks related to SSP incidents. 
 
6.4 Demonstrable, auditable, and measurable Safety, Security and Privacy (SSP) 
 
In IoT ecosystems, SSP cannot be assumed or self-declared; it must be rigorously proven, continuously 
monitored, and independently verified. Demonstrable SSP requires organisations to move beyond 
theoretical controls and establish transparent, auditable evidence that safeguards are functioning as 
intended. By embedding measurement, validation, and real-time monitoring into operational processes, 
stakeholders can ensure accountability, rapidly respond to emerging threats, and maintain trust in IoT 
services. 
 
 
7. Internet of Things (IoT) Safety, Security and Privacy (SSP) reference model 
 
The threat categories identified in Clause 5 demonstrate that IoT SSP risks manifest across 
heterogeneous technological contexts, from resource-constrained sensors to Control Plane and Data 
Plane. A layered reference model is therefore essential to contextualise SSP capabilities, map threat 
vectors to specific architectural boundaries, and adhere to the IoT SSP principles.  
 
This clause establishes the IoT SSP reference model, consisting of four capability layers augmented 
by cross-cutting management and SSP capabilities. This architecture is adapted from the ITU-T 
Y.4000/Y.2060 and ITU-T Y.4401/Y.2068. 
 
Figure 2 illustrates the IoT SSP reference model, showing management capabilities on the left and SSP 
capabilities on the right. The centre of the model comprises 4 horizontal layers, namely: 
 
a) application layer; 
 
b) service support and application support layer; 
 
c) network layer; and 
 
d) device layer. 
 
These layers are complemented by: 
 
a) management capabilities; and 
 
b) SSP capabilities. 
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Figure 2. Internet of Things (IoT) Safety, Security and Privacy (SSP) reference model 
 
7.1 Internet of Things (IoT) application layer 
 
The IoT application layer is representing the interface between IoT services and end-users or external 
systems (e.g.: API). It encompasses IoT applications in the form of mobile apps, software applications, 
dashboards and console or enterprise integration platforms that consume and act upon IoT-derived 
data. 
 
The application layer is the primary target for threats as this layer is most exposed to direct user 
interaction and external integration.  
 
The capability scopes as follows. 
 
a) Data visualisation and command-and-control interfaces. 
 
b) User-facing service interfaces and APIs. 
 
c) Business logic and workflow orchestration. 
 
d) Integration with enterprise and cloud services. 
 
7.2 Service support and application support layer 
 
This layer provides the middleware and platform capabilities that bridge device-layer with application-
layer consumption. It abstracts the complexity of heterogeneous device and network infrastructures, 
enabling scalable service delivery. The layer consists of 2 capability groupings: 
 
a) Generic support capabilities 
 
Generic support capabilities are common, reusable functions available to diverse IoT applications, 
including: 
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i) data processing, aggregation, and analytics; 
 

ii) data storage and persistence example at the edge, fog, and cloud; 
 

iii) device provisioning and identity management services; and 
 

iv) rule engines and event processing. 
 
These capabilities may be invoked by specific support capabilities or consumed directly by applications. 
 
b) Specific support capabilities 
 
Specific support capabilities cater to the specialised requirements of particular vertical applications or 
domains. They may consist of various detailed capability groupings providing differentiated support 
functions, such as the following. 
 

i) Smart grid power transmission line monitoring. 
 

ii) Smart meter management and monitoring for home and industry electrical consumption. 
 

iii) Renewable energy management and monitoring. 
 

iv) Industrial predictive maintenance analytics. 
 

v) Healthcare remote patient monitoring workflows. 
 

vi) Smart city traffic optimisation and monitoring.  
 

vii) Security and surveillance (e.g., IP camera, motion sensors). 
 
7.3 Network layer 
 
This layer provides the communication infrastructure that enables secure connectivity between devices, 
gateways, and service platforms. It encompasses control plane and data plane functions for reliable 
and scalable IoT communication. 
 
a) Networking capabilities 
 
Networking capabilities provide control functions for network connectivity, including the following. 
 

i) Access and transport resource control. 
 

ii) Mobility management for roaming IoT devices. 
 

iii) Authentication, Authorisation, and Accounting (AAA). 
 

iv) Quality of Service (QoS) and traffic engineering. 
 
b) Transport capabilities 
 
Transport capabilities focus on the actual transmission of data, encompassing the following. 
 

i) IoT service and application-specific data transport. 
 

ii) IoT-related control and management transmission. 
 

iii) Protocol adaptation and translation, example Constrained Application Protocol (CoAP), 
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Message Queuing Telemetry Transport (MQTT), Hypertext Transfer Protocol Version 3 
(HTTP/3), and Quick UDP Internet Connections (QUIC) over the User Datagram Protocol 
(UDP). 

 
iv) Device-to-gateway and edge-to-cloud tunnelling. 

 
v) Power-efficient communications, example low-power radio controls, lightweight messaging. 

 
7.4 Device layer 
 
This layer represents the physical edge of the IoT ecosystem, encompassing sensors, actuators, 
embedded controllers, and gateway devices that interface with the physical world. This layer is 
characterised by extreme heterogeneity in computational resources, power availability, and 
communication modalities. 
 
a) Device capabilities  
 
Device capabilities include the following. 
 

i) Direct interaction with the communication network, example cellular, Wi-Fi, Low-Power Wide-
Area Network (LPWAN). 

 
ii) Indirect interaction via gateways or edge aggregators. 

 
iii) Ad-hoc networking for mesh or peer-to-peer configurations. 

 
iv) Power management function especially for battery operated devices for example sleep/wake 

cycle. 
 
b) Gateway capabilities 

 
Gateway capabilities include the following. 
 

i) Multiple interfaces support. 
 

ii) Protocol conversion. 
 
7.5 Management capabilities 
 
In a similar way to traditional communication networks, IoT management capabilities cover the 
traditional Fault, Configuration, Accounting, Performance and Security (FCAPS) classes.  
 
The IoT management capabilities include the following. 
 

i) Device management. 
 

ii) Local network topology management.  
 

iii) Network traffic and congestion management.  
 

iv) Any context specific application requirements such as smart grid power transmission line 
monitoring. 

 
7.6 Safety, Security and Privacy (SSP) capabilities 
 
a) Safety capabilities 
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Safety capabilities enable systems to minimise risks and maintain safe operation during failures by 
detecting, controlling, and mitigating hazards to ensure secure and reliable performance. The 
capabilities include the following. 
 

i) Monitoring and control. 
 

ii) Fault detection. 
 

iii) Redundancy configuration. 
 

iv) Fail-safe mechanism. 
 

v) Environmental hardened design. 
 

vi) Software security. 
 

vii) Communications security. 
 

viii) Systematic fault prevention and mitigation. 
 
b) Security capabilities 
 
Security capabilities provide the IoT system the protection against the risk of threats related to: 
 

i) Identity and access management. 
 

ii) Device and hardware security.  
 

iii) Network and service security.  
 
It also provides the monitoring and prevention guide related to: 
 

i) Security monitoring and audit.  
 

ii) Resilience, governance and risk management.  
 
c) Privacy capabilities 
 
Privacy capabilities provide the IoT system the protection against the risk of data breach such as data 
protection, communication, and privacy. 
 
 
8. Safety, Security and Privacy (SSP) protection requirements 
 
This clause specifies requirements for SSP protection in IoT systems, encompassing IoT risk 
assessment, threat modelling, IoT SSP requirements assurance and compliance. 
 
8.1 Risk assessment 
 
Organisations deploying IoT systems shall conduct structured SSP risk assessments in accordance 
with the 4-phase process defined in NIST Special Publication 800-30, adapted to address IoT-specific 
risk factors. Risk assessments shall be conducted prior to deployment, following significant architectural 
changes, and at defined periodic intervals. 
 
8.1.1 Risk assessment steps 
 
The IoT risk assessment process shall comprise the following steps. 
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a) Prepare for assessment 
 

i) Define the assessment purpose, scope, and assumptions.  
 

ii) Identify the IoT system boundary, asset inventory, data flows, and applicable threat sources 
including physical, cyber, and supply-chain threat actors. 

 
iii) Establish risk tolerance and evaluation criteria. 

 
b) Conduct assessment 
 

i) Identify threats relevant to the IoT deployment, categorising threat sources as adversarial (e.g., 
nation-state, cybercriminal, insider), accidental, structural, and environmental. 

 
ii) Identify unsafe act/conditions or vulnerabilities in device firmware, communication protocols, 

interfaces, and operational procedures. 
 

iii) Determine likelihood of process safety incident or threat exploitation of identified vulnerabilities, 
considering existing controls. 

 
iv) Determine the potential impact on People, Environment, Asset and Reputation (PEAR) upon 

safety breach. 
 

v) Determine the potential impact on confidentiality, integrity, and availability of IoT systems and 
data. 

 
vi) Determine the potential impact on data subject upon personal data breach. 

 
vii) Determine the overall risk level using a risk matrix combining likelihood and impact. 

 
c) Communicate results 
 

i) Produce risk assessment report. 
 

ii) Share risk assessment report with stakeholders. 
 

iii) Use the risk assessment report for SSP control selection and prioritisation. 
 
d)  Maintain assessment 
 

i) Review and update risk assessment following significant changes to the IoT deployment, 
emergence of new threat intelligence, or occurrence of a SSP incident.  

 
ii) Continuous monitoring shall support near-real-time risk indicator tracking. 

 
8.1.2 Internet of Things (IoT)-specific risk factors 
 
Risk assessments for IoT systems shall account for the following IoT-specific risk factors but not limited 
to: 
 
a) resource-constrained devices with limited capacity to support SSP controls; 
 
b) long operational lifespans and limited support for software updates post-deployment; 
 
c) large-scale deployments with heterogeneous device populations and fragmented management; 
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d) convergence of information and operation technology environments, expanding the attack surface 
into safety-critical systems; 

 
e) physical accessibility of devices in uncontrolled environments, dependency on third-party platforms, 

cloud services, and supply-chain components; and 
 
f) harsh operating environment. 
 
8.1.3 Threat modelling approaches 
 
Organisations shall adopt suitable threat modelling approaches to identify and assess SSP threats in 
IoT systems. Examples of threat modelling approaches include: 
 
a) Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege 

(STRIDE) 
 

A threat-based approach used to identify security threats affecting IoT systems and components. 
 
b) Process for Attack Simulation and Threat Analysis (PASTA) 
 

A risk-based approach used to analyse attack scenarios, vulnerabilities, and business impacts. 
 
c) Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information, Unawareness, 

Non-compliance (LINDDUN) 
 
A privacy-focused approach used to identify privacy risks related to personal data processing in IoT 
systems. 
 

d) Safety Integrity Level (SIL) study 
 
A structured assessment used in process industries to determine the required reliability of safety 
systems to reduce risk to an acceptable level. 

 
Organisations shall use one or more approaches depending on the nature, complexity, and risk profile 
of the IoT system. Examples of the methodologies and their application in IoT environments are 
provided in Annex B. 
 
8.2 Risk classification 
 
Risk classification provides a structured method to quantify and prioritise identified IoT risks, enabling 
organisations to allocate resources and apply controls proportionate to the actual level of exposure. 
The risk level for each identified threat is calculated using the formula: 
 

Risk Level = Likelihood × Impact 
 
where, 
 
a) Likelihood reflects the probability that a threat will successfully exploit a vulnerability in the IoT 

system; and 
 
b) Impact reflects the severity of consequences if the threat materialises. 
 
To account for the multi-dimensional nature of IoT deployments, impact is assessed across 3 
dimensions:  
 
a) safety impact on PEAR; 
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b) security impact on the Confidentiality, Integrity, and Availability (CIA) of IoT systems and data; and 
 
c) privacy impact on unauthorised disclosure of personal data. 
 
Both likelihood and impact are rated on a scale of 1 (Very Low) to 5 (Very High) as defined in the criteria 
Tables 4 to 7. The resulting risk level score is then mapped to a risk rating using the risk matrix in Table 
8, which guides SSP control selection and implementation priority. 
 
8.2.1 Likelihood criteria 
 
Likelihood represents the probability that an identified threat will successfully exploit a vulnerability and 
shall be assessed using the criteria in Table 4. 
 

Table 4. Likelihood rating scale for IoT threat risk assessment 
 

Likelihood rating Score Description 

Almost Certain 5 The risk source will most certainly reach its objective by using one of the 
considered methods of attack. The likelihood of the risk scenario is very high. 

Very Likely 4 The risk source will probably reach its objective by using one of the considered 
methods of attack. The likelihood of the risk scenario is high. 

Likely 3 The risk source is able to reach its objective by using one of the considered 
methods of attack. The likelihood of the risk scenario is significant. 

Rather Unlikely 2 
The risk source has relatively little chance of reaching its objective by using 
one of the considered methods of attack. The likelihood of the risk scenario is 
low. 

Unlikely 1 
The risk source has very little chance of reaching its objective by using one of 
the considered methods of attack. The likelihood of the risk scenario is very 
low. 

 
8.2.2 Impact criteria  
 
Impact shall be assessed based on the potential consequences of a threat event across the applicable 
Safety, Security, and Privacy dimensions using the criteria specified in the following tables. 
 
8.2.2.1 Safety 
 
Safety impact shall be evaluated based on the potential consequences to PEAR, as defined in Table 5.
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Table 5. PEAR multi-dimensional impact rating scale for IoT safety risk assessment 
 

Impact rating Score People Environment Asset Reputation 

Very High 5 

Harm to people could cause 
severe consequences, 
including loss of life, 
permanent disability, or mass 
casualties. 

Harm to the environment could 
cause severe consequences, 
including irreversible damage, 
widespread contamination, or 
long-term ecological loss. 

Harm to assets could cause 
severe consequences, 
including destruction of critical 
infrastructure, total system 
failure, or catastrophic financial 
loss. 

Harm to reputation could cause 
severe consequences, 
including national or 
international outcry, permanent 
loss of public trust, or 
regulatory sanctions. 

High 4 

Harm to people could cause 
major consequences, including 
serious injury, hospitalisation, 
or significant health impact to 
individuals or groups. 

Harm to the environment could 
cause major consequences, 
including significant 
contamination, extensive 
remediation requirements, or 
prolonged ecological disruption. 

Harm to assets could cause 
major consequences, including 
significant damage to 
infrastructure, major 
operational disruption, or 
substantial financial loss. 

Harm to reputation could cause 
major consequences, including 
widespread negative media 
coverage, significant erosion of 
stakeholder confidence, or 
formal regulatory complaints. 

Medium 3 

Harm to people could cause 
moderate consequences, 
including injuries requiring 
medical treatment or temporary 
incapacity. 

Harm to the environment could 
cause moderate 
consequences, including 
localised contamination, 
moderate remediation effort, or 
temporary ecological 
disruption. 

Harm to assets could cause 
moderate consequences, 
including partial system 
disruption, notable damage to 
equipment, or moderate 
financial loss. 

Harm to reputation could cause 
moderate consequences, 
including negative local media 
coverage or a noticeable 
reduction in public or customer 
confidence. 

Low 2 

Harm to people could cause 
minimal consequences, 
including minor injuries 
requiring only first aid. 

Harm to the environment could 
cause minimal consequences, 
including contained and self-
remediating environmental 
impact. 

Harm to assets could cause 
minimal consequences, 
including minor operational 
impact or limited financial loss. 

Harm to reputation could cause 
minimal consequences, 
including minor internal 
concerns or limited complaints 
with no media exposure. 

Very Low 1 
Harm to people could cause no 
consequences, with negligible 
or no health impact. 

Harm to the environment could 
cause no consequences, with 
negligible or no environmental 
impact. 

Harm to assets could cause no 
consequences, with negligible 
or no operational or financial 
impact. 

Harm to reputation could cause 
no consequences, with no 
reputational impact or public 
concern. 
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8.2.2.2 Security 
 
Security impact shall be evaluated based on the potential consequences to the CIA of IoT systems and data, as defined in Table 6. 
 

Table 6. Confidentiality, Integrity and Availability (CIA) impact rating scale for IoT security risk assessment 
 

Impact rating Score Confidentiality Integrity Availability 

Very High 5 

Disclosure of information could cause 
severe harm, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Loss or alteration of information could have 
severe consequences, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Unavailability of information could cause 
severe disruption, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

High 4 

Disclosure of information could cause 
major harm, including legal consequences, 
reputational damage, operational 
disruption, or financial loss. 

Loss or alteration of information could have 
major consequences, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Unavailability of information could cause 
major disruption, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Medium 3 

Disclosure of information could cause 
moderate harm, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Loss or alteration of information could have 
moderate consequences, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Unavailability of information could cause 
moderate disruption, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Low 2 

Disclosure of information could cause 
minimal harm, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Loss or alteration of information could have 
minimal consequences, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Unavailability of information could cause 
minimal disruption, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Very Low 1 

Disclosure of information could cause no 
harm, including legal consequences, 
reputational damage, operational 
disruption, or financial loss. 

Loss or alteration of information could have 
no consequences, including legal 
consequences, reputational damage, 
operational disruption, or financial loss. 

Unavailability of information could cause no 
disruption, including legal consequences, 
reputational damage, operational 
disruption, or financial loss. 

 
 



MCMC MTSFB TC Gxxx:2026 

18 
 

8.2.2.3 Privacy 
 
Privacy impact shall be evaluated based on the potential consequences of unauthorised disclosure of 
personal data, as defined in Table 7. 
 
Table 7. Privacy impact rating scale for unauthorised personal data disclosure in IoT systems 

 
Impact rating Score Unauthorised disclosure 

Very High 5 
Disclosure of personal data could cause severe harm, including legal 
consequences, reputational damage, operational disruption, or financial 
loss. 

High 4 
Disclosure of personal data could cause major harm, including legal 
consequences, reputational damage, operational disruption, or financial 
loss. 

Medium 3 
Disclosure of personal data could cause moderate harm, including legal 
consequences, reputational damage, operational disruption, or financial 
loss. 

Low 2 
Disclosure of personal data could cause minimal harm, including legal 
consequences, reputational damage, operational disruption, or financial 
loss. 

Very Low 1 
Disclosure of personal data could cause no harm, including legal 
consequences, reputational damage, operational disruption, or financial 
loss. 

 
8.2.3 Risk matrix 
 
The risk matrix provides a structured method for determining the overall risk level by combining the 
assessed likelihood and impact ratings, as shown in Table 8 
 

Table 8. IoT Risk level matrix for Likelihood and Impact scoring grid 
 

Likelihood \ Impact Very Low (1) Low (2) Medium (3) High (4) Very High (5) 

Unlikely (1) Very Low (1) Very Low (2) Very Low (3) Very Low (4) Low (5) 

Rather Unlikely (2) Very Low (2) Very Low (4) Low (6) Low (8) Medium (10) 

Likely (3) Very Low (3) Low (6) Low (9) Medium (12) High (15) 

Very Likely (4) Very Low (4) Low (8) Medium (12) High (16) Very High (20) 

Almost Certain (5) Low (5) Medium (10) High (15) Very High (20) Very High (25) 
 
8.3 Internet of Things (IoT) Safety, Security and Privacy (SSP) control requirements 
 
Table 9 presents the SSP requirements grouped into 6 control categories to facilitate implementation, 
prioritisation, and alignment with the relevant companion Technical Codes. Detailed technical 
specifications, controls, and implementation guidance for each control category are provided in the 
companion Technical Codes identified in Table I. Organisations shall consult the referenced companion 
Technical Codes for detailed implementation. 
 
Annex C provides an informative mapping between the IoT security threats identified in Clause 5, the 
SSP requirements specified in this clause, and examples of applicable security controls and 
countermeasures to support implementation. 
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Table 9. IoT Safety, Security and Privacy (SSP) Requirements 

 
No. Categories Control Requirements References 

1 

Identity and access 
management 

Mutual authentication 
and authorisation 

Before a device or IoT user accesses the IoT, mutual 
authentication and authorisation between the device or user and 
the IoT system shall be performed in accordance with predefined 
security policies 

a) Domain no 5 of Table 2, MCMC 
MTSFB TC G031:2021 

b) 6.1 of MCMC MTSFB TC 
G045:2024 

2 Device identity and unique 
identification 

Each IoT device shall carry a unique logical identifier. Device 
identities shall be provisioned, managed, and revocable. 

Controls AU-3-1 and AU-3-2 of Table 5, 
MCMC MTSFB TC G045:2024 

3 
Identity, 

Authentication, Authorisation, 
and Audit (IAAA) 

IoT deployments shall implement an IAAA framework covering 
all stakeholders including users, contractors, devices, and 
services, applying the principles of least privilege and role-based 
access control.  

a) Domain no 5 of Table 2, MCMC 
MTSFB TC G031:2021 

b) 6.1 of MCMC MTSFB TC 
G045:2024 

4 

Data protection, 
communication, 

and privacy 

Communication security 

Secure communication shall ensure confidentiality, integrity, 
availability, and authenticity of data using secure protocols, 
encryption, and mutual authentication, while preventing 
unauthorised access, connections, and exposure of credentials.  

a) Annex G, MCMC MTSFB TC 
G031:2021 

b) 6.3 of MCMC MTSFB TC 
G045:2024 

5 Data management security 

Secure data management shall ensure confidentiality, integrity, 
and availability of data during storage and processing using 
encryption and access controls, while protecting personal data 
throughout its lifecycle, including minimisation, retention, and 
secure deletion.   

a) 6.3 of MCMC MTSFB TC 
G045:2024 

b) Clause 8, MCMC MTSFB TC 
G056:2025 

6 Cryptographic data protection 

IoT devices and systems shall implement cryptographic 
protection for sensitive data at rest and in transit using secure 
cryptographic mechanisms. Hard-coded cryptographic keys and 
credentials are prohibited.  

Controls CR-1-1 to CR-1-3 of Table 6, 
MCMC MTSFB TC G045:2024 
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Table 9. IoT Safety, Security and Privacy (SSP) Requirements (continued) 

 
No. Categories Control Requirements References 

7 

 

User data privacy and 
protection 

IoT systems processing personal data shall comply with 
applicable data protection legislation, including the Personal 
Data protection Act (PDPA) 2010, and implement data protection 
by design and default. Personal data collection shall be limited to 
the minimum necessary for the stated purpose and protected 
throughout its lifecycle through appropriate governance, access 
controls, and security measures to prevent unauthorised access, 
misuse, or disclosure.  

Clauses 7 and 8, MCMC MTSFB TC 
G056:2025 

8 

Device and 
hardware security 

Secure configuration 
management 

IoT devices shall be deployed with security-hardened 
configurations. Universal or default credentials shall not be used 
in production.  

a) Domain 3 of Table 2, MCMC 
MTSFB TC G031:2021; and 

b) 6.4 of MCMC MTSFB TC 
G045:2024 

9 Software and firmware 
update security 

IoT devices shall support authenticated and integrity-verified 
software and firmware updates from authorised sources only. 
Update mechanisms shall prevent downgrade to versions with 
known vulnerabilities.   

Controls PL-2-1 to PL-2-3 of Table 12, 
MCMC MTSFB TC G045:2024 

10 Physical security 

IoT devices deployed in physically accessible locations shall 
incorporate tamper detection or tamper-resistance 
mechanisms appropriate to the device risk classification. Debug 
interfaces shall be disabled in production devices. [Detailed 
requirements:  

Controls PH-1 and PH-2 of Table 15, 
MCMC MTSFB TC G045:2024 

11 Hardware-based security 

IoT devices classified as Very High or High risk should 
incorporate hardware-based security mechanisms including 
Trusted Platform Module (TPM), Secure Element (SE), or 
hardware root-of-trust to protect cryptographic keys and device 
identity. 

6.4 of MCMC MTSFB TC G045:2024 
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Table 9. IoT Safety, Security and Privacy (SSP) Requirements (continued) 

 
No. Categories Control Requirements References 

12 

Network and 
service security 

Service provision security 
Secure service provision capabilities shall be implemented to 
prohibit unauthorised service access and fraudulent service 
provision, and to protect IoT user privacy information. 

Clause 6 of MCMC MTSFB TC 
G031:2021 

13 Integration of security policies 
and techniques 

The ability to integrate different security policies and techniques 
shall be implemented to ensure consistent security control across 
heterogeneous IoT devices and networks. 

Domain 1,3 and 4 of Table 2, MCMC 
MTSFB TC G031:2021 

14 Network security and 
isolation 

IoT deployments shall implement network segmentation to 
isolate IoT devices from enterprise networks and disable unused 
network interfaces and services. 

Domain 3 of Table 2, MCMC MTSFB 
TC G031:2021 

15 

Security monitoring 
and audit 

Security audit 

IoT systems shall support security audit. Data access and access 
attempts shall be fully transparent, traceable, and reproducible in 
accordance with applicable regulation. Security audit shall cover 
data transmission, storage, processing, and application access. 

a) Domain 8 of Table 2, MCMC 
MTSFB TC G031:2021; and 

b) Table 14 of MCMC MTSFB TC 
G045:2024 

16 Vulnerability disclosure and 
patch management 

Manufacturers and operators shall maintain a publicly accessible 
Coordinated Vulnerability Disclosure (CVD) 
policy. Identified vulnerabilities shall be remediated in 
accordance with severity.  

Domain 3 of Table 2, MCMC MTSFB 
TC G031:2021 
 

17 Security logging and 
monitoring 

IoT systems shall implement continuous security logging for 
security-relevant events. Logs shall be integrity-protected 
and retained in accordance with applicable regulatory 
requirements. 

a) Domain 8 of Table 2, MCMC 
MTSFB TC G031:2021; and 

b) Table 14 of MCMC MTSFB TC 
G045:2024 

18 
Resilience, 

governance, and 
risk management 

Supply chain security 
Organisations shall assess and manage security risks in the IoT 
supply chain. The Software Bill of Materials (SBOM) shall 
be maintained for IoT systems.  

Domain 2 of Table 2, MCMC MTSFB 
TC G031:2021 

19 Resilience and availability 

IoT systems shall maintain availability under adverse conditions 
including DDoS attacks and network outages. Safety-critical and 
business-critical IoT deployments shall define recovery time and 
recovery point objectives.  

Domain 10 and 11 of Table 2, MCMC 
MTSFB TC G031:2021 
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Table 9. IoT Safety, Security and Privacy (SSP) Requirements (continued) 

 
No. Categories Control Requirements References 

20 
Resilience, 

governance, and 
risk management 

(continued) 

Incident response and 
recovery 

Organisations operating IoT systems shall develop 
and maintain an IoT-specific incident response plan addressing 
detection, containment, eradication, recovery, and post-incident 
review. Incident Response Plan (IRP) exercises shall be 
conducted at defined intervals.  

a) Domain 9 of Table 2, MCMC 
MTSFB TC G031:2021; and 

b) 7.2 of MCMC MTSFB TC 
G056:2025 

21 Pre-installation security 
assessment 

Before deploying an IoT solution, organisations shall conduct a 
pre-installation security assessment covering all devices, 
network components, integration systems, and platforms, and 
shall establish privacy countermeasures before data 
collection commences.  

a) Domain 1 until 11 of Table 2, 
MCMC MTSFB TC G031:2021; 
and 

b) 7.3 of MCMC MTSFB TC 
G056:2025 

22 

Functional safety 

Safety monitoring and control 

IoT systems deployed in safety-critical applications shall 
continuously monitor safety-related parameters — including 
hardware health, network status, environmental conditions, and 
software integrity — and shall implement automated control 
responses to mitigate identified risks in real time.  

6.1 of MCMC MTSFB TC G058:2026 

23 Fault detection, diagnostics 
and response 

IoT systems shall incorporate fault detection capabilities to 
identify hardware, software, or network failures through 
continuous monitoring of system logs, health monitoring tools, 
and diagnostic data. Detected anomalies shall trigger predefined 
automated responses to prevent accidents or incidents before 
they occur.  

6.2 of MCMC MTSFB TC G058:2026 

24 Redundancy configuration 

IoT systems shall implement redundancy by deploying duplicate 
systems, components, or communication pathways to maintain 
all critical safety functions in the event of a random component 
or subsystem failure. The level of redundancy shall be 
proportionate to the determined safety integrity level. 

6.3 of MCMC MTSFB TC G058:2026 

25 Fail-safe mechanism 

IoT systems shall incorporate fail-safe mechanisms to ensure 
that upon system or component failure, the system transitions to 
a predefined safe state that prevents harm to people, assets, or 
the environment. Fail-safe design shall be applied to both 
hardware and software components and architecture.  

6.4 of MCMC MTSFB TC G058:2026 
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Table 9. IoT Safety, Security and Privacy (SSP) Requirements (continued) 
 
No. Categories Control Requirements References 

26 

Functional safety 
(continued) 

Environmental hardened 
design 

IoT systems shall be physically secured and designed to remain 
operational and safe under environmental stressors encountered 
in the deployment context, including heat, radiation, water 
ingress, vibration, electromagnetic interference, and physical 
tampering.  

6.5 of MCMC MTSFB TC G058:2026 

27 Software safety integrity 

IoT systems shall be designed with software safety features to 
prevent software-induced malfunctions that could cause harm or 
damage. Safety features shall include integrity monitoring, 
secure boot, safety validation, runtime anomaly detection, and 
safeguards against cyberattacks and operational failures with 
safety consequences.  

6.6 of MCMC MTSFB TC G058:2026 

28 Communications safety 

IoT systems shall implement communication safety features to 
protect safety-critical data transmission from manipulation, 
falsification, or loss of information. Safety-critical 
communications shall employ secure and reliable protocols, 
message integrity checks, timeout and retransmission 
mechanisms, redundant communication links, and robust 
authentication and authorisation mechanisms.  

6.7 of MCMC MTSFB TC G058:2026 

29 
Systematic fault prevention 

and functional safety 
lifecycle 

IoT systems shall be designed to prevent and mitigate systematic 
failures arising from design flaws, process inadequacies, 
software bugs, configuration errors, or human mistakes. 
Organisations shall apply a structured functional safety lifecycle 
covering:  
(a) hazard and risk assessment;  
(b) functional safety specification;  
(c) design and development;  
(d) verification, validation, and certification;  
(e) operation, maintenance, change management, and incident 
management; and  
(f) decommissioning and disposal. Safety integrity levels shall be 
determined based on hazard severity in accordance with IEC 
61508. 

a) 6.8 of MCMC MTSFB TC 
G058:2026; and 

b) Clause 7, MCMC MTSFB TC 
G058:2026 
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8.4 Assurance and compliance 
 
IoT deployments shall demonstrate compliance with the requirements in 8.3 through one or more of the 
following mechanisms. 
 
a) Self-assessment and declaration of conformity against applicable requirements in this Technical 

Code and referenced standards. 
 
b) Third-party assessment or certification by an accredited conformity assessment body, required for 

IoT deployments in critical sectors. 
 
c) Continuous compliance monitoring through automated security testing, vulnerability scanning, and 

configuration auditing integrated into IoT management infrastructure. 
 
d) Sector-specific certification where mandated by regulatory authority. 
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Annex A 
(normative) 

 
Normative references 

 
 
 
AAA Authentication, Authorisation, and Accounting 

AES Advanced Encryption Standard  

API Application Programming Interface 

CoAP Constrained Application Protocol 

CIA Confidentiality, Integrity, and Availability 

CVD Coordinated Vulnerability Disclosure  

CVE Common Vulnerabilities and Exposures 

CVSS Common Vulnerability Scoring System 

CWE Common Weakness Enumeration 

DDoS Distributed Denial of Service 

ECC Elliptic Curve Cryptography 

ENISA European Union Agency for Cybersecurity 

FCAPS Fault, Configuration, Accounting, Performance and Security  

HSM Hardware Security Module 

HTTP/3 Hypertext Transfer Protocol Version 3 

IAAA Identity, Authentication, Authorisation, and Audit 

IACS Industrial Automation and Control Systems 

IDS/IPS Intrusion Detection/Prevention System 

IoT Internet of Things 

IT Information Technology 

IRP Incident Response Plan 

JTAG Joint Test Action Group 

LINDDUN Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information, 

Unawareness, Non-compliance (privacy threat modelling framework) 

LOPA Layer of Protection Analysis 

MCSS Malaysia Cyber Security Strategy 

MFA Multi-Factor Authentication 

MQTT Message Queuing Telemetry Transport 

mTLS Mutual Transport Layer Security 

NCII National Critical Information Infrastructure 

NIST National Institute of Standards and Technology (USA) 

OAuth Open Authorisation  

OT Operational Technology 
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OTA Secure Over-the-Air 

PASTA Process for Attack Simulation and Threat Analysis 

PDPA Personal Data Protection Act 2010 

PEAR People, Environment, Asset and Reputation 

PFD Probability of Failure on Demand  

PFH Probability of Failure per Hour 

PKI Public Key Infrastructure 

PUF Physical Unclonable Function 

QoS Quality of Service (QoS) 

QUIC Quick UDP Internet Connections 

RBAC Role-Based Access Control 

RPO Recovery Point Objective 

RSA Rivest-Shamir-Adleman 

RTO Recovery Time Objective 

SBOM Software Bill of Materials 

SE Secure Element 

SIEM Security Information and Event Management 

SIL Safety Integrity Level 

SLAs Service Level Agreement 

SSP Safety, Security and Privacy 

STRIDE Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, 

Elevation of Privilege 

TLS Transport Layer Security  

TPM Trusted Platform Module 

UART Universal Asynchronous Receiver-Transmitter 

UDP User Datagram Protocol 

VLAN Virtual Local Area Network 
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Annex B 
(informative) 

 
 

Example of threat modelling approaches 
 
The examples in this annex illustrate the application of selected threat modelling approaches for 
identifying and assessing SSP threats in Internet of Things (IoT) systems. They are provided for 
guidance only and are not intended to be exhaustive or prescriptive. 
 
B.1 Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of 
Privilege (STRIDE) 
 
Table B.1 provides examples of how the STRIDE threat modelling approach can be applied to identify 
common security threats affecting IoT systems. 
 

Table B.1. Examples of STRIDE threat categories for IoT systems 
 

Category IoT threat example 

S - Spoofing Impersonation of an IoT device, gateway, or cloud service using stolen 
credentials, certificate forgery, or protocol weakness. 

T - Tampering Unauthorised modification of device firmware, configuration, sensor data, or 
data in transit. 

R - Repudiation Denial of actions performed by a device or user; lack of evidence for forensic 
attribution. 

I - Information disclosure Unauthorised access to data at rest or in transit, including personal data and 
operational data. 

D - Denial of service Overloading of IoT devices, gateways, or network infrastructure to disrupt 
availability. 

E - Elevation of privilege Gaining elevated access to IoT systems through exploitation of 
vulnerabilities or misconfiguration. 

 
B.2 Process for Attack Simulation and Threat Analysis (PASTA) 
 
Table B.2 illustrates the typical stages and outputs of the PASTA threat modelling approach for 
analysing IoT system threats, vulnerabilities, and risks. 
 

Table B.2. Typical stages and outputs of the PASTA threat modelling approach 
 

Stage Output 

Define objectives 

• Application functionality description 
• Business objectives 
• Security, compliance, and regulatory requirements 
• Business Impact Analysis 

Define the technical scope 

• End to end view of the architecture 
• Overview of all protocols, services and types of data identified, servers 

and services 
• Overview of hosts and servers, network devices 
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Table B.2. Typical stages and outputs of the PASTA threat modelling approach (continued) 
 

Stage Output 

Decompose the application and 
IoT system 

• Data flow diagrams 
• Access control matrix (readable) 
• List of assets, interfaces, and their trust levels 
• Mapping of use cases x actors x assets 

Analyse threats 

• Attack scenario-landscape 
• List of threat agents and attack vector 
• Incident events related to threats an attack scenarios 
• Threat intelligence related to attack scenarios 

Identify vulnerabilities 
• Mapping of vulnerabilities to threat tree 
• Overview of vulnerabilities using CVE-CWE 
• Scoring of vulnerabilities 

Model attacks 
• Application attack surface 
• Attack Trees with scenarios, and mapping with vulnerabilities 
• Overview of attack paths 

Risk and impact analysis 

• Application risk profile 
• Risk overview 
• Threats, attacks, vulnerabilities, business impact 
• Residual risk 
• Risk mitigation strategy 

 
B.3 Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information, 
Unawareness, Non-compliance (LINDDUN) 
 
Table B.3 provides examples of privacy threats in IoT systems based on the LINDDUN privacy threat 
modelling approach. 
 

Table B.3. Examples of LINDDUN privacy threat categories for IoT systems 
 

Category IoT example 

L - Linkability Tracking a person across multiple IoT sensors 

I - Identifiability Smart meter revealing occupant identity 

N - non-repudiation Device logs exposing user behaviour permanently 

D - Detectability IoT motion sensor reveals someone is home. 

D - Disclosure of information Health IoT device leaking medical data 

U - Unawareness Smart home devices silently collecting data 

N - Non-compliance Violation of PDPA 2010 requirements 
 
B.4 Safety Integrity Level (SIL) study  
 
Table B.4 summarises the typical phases and activities of a SIL study used to assess and manage 
functional safety risks in IoT systems. 
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Table B.4. Typical phases and activities of Safety Integrity Level (SIL) study 
 

Phase Activities 

Scoping and preparation Define study boundary; identify safety critical IoT functions; assemble 
study team; gather system documentation. 

Hazard identification Identify hazardous events and accident scenarios; classify 
consequences; catalogue existing safeguards. 

Risk assessment Estimate consequence severity, frequency of exposure, and probability of 
avoiding harm; establish tolerable risk target. 

SIL determination Apply risk graph or Layer of Protection Analysis (LOPA) to each safety 
function; assign required SIL (1–4); document rationale and assumptions. 

SIL verification 

Review safety function architecture; calculate Probability of Failure on 
Demand (average) (PFDavg) or Probability of Failure per Hour (PFH); 
confirm achieved SIL meets required SIL; record gaps and corrective 
actions. 

Reporting and closure Issue functional safety assessment report; produce SIL certificate; define 
proof test intervals and Operation and Maintenance requirements. 
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Annex C  
(normative) 

 
 
Mapping of Safety, Security and Privacy (SSP) control requirements to Internet 

of Things (IoT) security threats 
 
 
Annex C maps the SSP control requirements specified in 8.3 to the IoT security threats identified in 
Clause 5 and provides examples of applicable security controls and countermeasures. It is intended to 
assist implementers in selecting and implementing appropriate controls to address the identified threats. 
 

Table C.1. Mapping of SSP control requirements to IoT security threats 
 

No. SSP control requirement 
(8.3) 

IoT security threat 
(Clause 5) Security controls / countermeasures 

1 Communication security 

a) 6.1 Large-scale 
botnets 

b) 6.4 Adversary-in-the-
middle 

• Transport Layer Security (TLS) 1.3 / 
Mutual Transport Layer Security (mTLS) 
for all communications 

• End-to-end encryption in transit 
• Certificate-based device authentication 
• Network traffic monitoring and anomaly 

detection 

2 Data management security 

a) 6.2 High-severity 
vulnerabilities 

b) 6.6 Ransomware via 
IoT access 

• Encryption at rest (AES-256 or equivalent) 
• Role-Based Access Control (RBAC) for 

data stores 
• Data integrity verification 
• Secure backup and recovery 

3 Service provision security 

a) 6.3 Weak defaults and 
misconfigurations 

b) 6.7 State-sponsored 
targeting 

• Multi-Factor Authentication (MFA) for 
service access 

• API security gateways and rate limiting 
• Service-level authorisation policies 
• Anti-fraud detection and monitoring 

4 Integration of security 
policies 

a) 6.3 Weak defaults and 
misconfigurations 

b) 6.7 State-sponsored 
targeting 

• Unified security policy framework 
• Centralised policy enforcement point 
• Inter-domain policy alignment 
• Policy reviews and governance cycle 

5 Mutual authentication and 
authorisation 

a) 6.3 Weak Defaults 
and Misconfigs 

b) 6.4 Adversary-in-the-
Middle 

• X.509 Public Key Infrastructure (PKI) 
mutual authentication 

• Open Authorisation (OAuth) 2.0 / OpenID 
Connect 

• Device attestation via TPM 
• Prohibition of hardcoded credentials 
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Table C.1. Mapping of SSP control requirements to IoT security threats (continued) 
 

No. SSP control requirement 
(8.3) 

IoT security threat 
(Clause 5) Security controls / countermeasures 

6 Security audit 

a) 6.1 large-scale 
botnets 

b) 6.7 State-
sponsored 
targeting 

• Immutable audit logs for all access events 
• Security Information and Event 

Management (SIEM) integration and real-
time analysis 

• Audit coverage: transmission, storage, 
processing 

• Periodic third-party security audits 

7 Device identity and unique 
identification 

a) 6.1 Large-scale 
botnets 

b) 6.3 Weak defaults 
and 
misconfigurations 

• Unique logical identifier per device 
(PKI/X.509) 

• Physical identifier for asset lifecycle 
management 

• Hardware root of trust (TPM/Hardware 
Security Module (HSM)) 

• Identity lifecycle: provisioning, rotation, 
revocation 

8 Secure configuration 
management 

6.3 Weak defaults and 
misconfigurations 

• Security hardening baselines per device 
type 

• Prohibition of universal/default passwords 
• Configuration drift detection and alerting 
• Automated compliance verification 

9 Software and firmware 
update security 

6.2 High-severity 
vulnerabilities 

• Cryptographically signed firmware 
• Secure Over-the-Air (OTA) delivery with 

integrity verification 
• Anti-rollback mechanisms 
• Defined end-of-life update policy 

10 Cryptographic data 
protection 

a) 6.4 Adversary-in-
the-middle 

b) 6.2 High-severity 
vulnerabilities 

• Approved algorithms (Advanced 
Encryption Standard (AES)-128+, Rivest-
Shamir-Adleman (RSA)-2048+, Elliptic 
Curve Cryptography (ECC)-256+)  

• Key management lifecycle (generation, 
storage, rotation, destroy) 

• Hardware-protected key storage 
(TPM/HSM) 

• Prohibition of hard-coded cryptographic 
secrets 

11 Vulnerability disclosure and 
patcmanagement 

a) 6.2 High-severity 
vulnerabilities 

c) 6.5 Supply-chain 
risks 

• Publicly accessible CVD policy 
• Patch Service Level Agreement (SLAs) by 

Common Vulnerability Scoring System 
(CVSS) severity (e.g., Critical ≤72 h) 

• Automated Common Vulnerabilities and 
Exposures (CVE) monitoring against 
SBOM 

• Patch verification testing before 
deployment 
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Table C.1. Mapping of SSP control requirements to IoT security threats (continued) 
 

No. SSP control requirement 
(8.3) 

IoT security threat 
(Clause 5) Security controls / countermeasures 

12 Security logging and 
monitoring 

a) 6.1 Large-Scale 
Botnets 

b) 6.7 State-Sponsored 
Targeting 

• Centralised SIEM log aggregation 
• Real-time alerting on security events 
• Tamper-evident, integrity-protected log 

storage 
• Behavioural anomaly detection for IoT 

devices 

13 Network security and 
isolation 

a) 6.1 Large-scale 
botnets 

b) 6.4 Adversary-in-the-
middle 

• Network segmentation / Virtual Local Area 
Network (VLAN) isolation 

• Firewall rules restricting lateral movement 
• Disabling unused interfaces and services 
• Intrusion Detection/Prevention System 

(IDS/IPS) deployment 
• DDoS mitigation at perimeter 

14 Supply chain security 6.5 Supply-chain and 
third-party risks 

• SBOM for all IoT system components 
• Vendor security assessment pre-

procurement 
• Code signing and binary verification 
• Contractual security requirements for 

suppliers 
• Continuous CVE monitoring against 

SBOM 

15 User data privacy and 
protection 

a) 6.5 Supply-chain 
risks 

b) 6.7 State-sponsored 
targeting 

• Data minimisation at collection point 
• Privacy notices and consent mechanisms 
• Data subject rights management (PDPA 

2010) 
• Privacy risk assessments 
• Pseudonymisation / anonymisation where 

feasible 

16 Physical security 
c) 6.3 Weak defaults 

and 
misconfigurations 

• Physical tamper detection and tamper-
evident seals 

• Secure enclosure design 
• Joint Test Action Group (JTAG) /Universal 

Asynchronous Receiver-Transmitter 
(UART) debug interface disabled in 
production 

• Physical access controls for gateways 
• Safe-state transition on tamper detection 
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Table C.1. Mapping of SSP control requirements to IoT security threats (continued) 
 

No. SSP control requirement 
(8.3) 

IoT security threat 
(Clause 5) Security controls / countermeasures 

17 Resilience and availability 

a) 6.1 Large-scale 
botnets (DDoS) 

b) 6.6 Ransomware via 
IoT access 

• Redundant communication paths and 
failover 

• DDoS mitigation at device, gateway, and 
network layers 

• Graceful degradation for safety-critical 
functions 

• Defined Recovery Time Objective/ 
Recovery Point Objective (RTO/RPO) for 
critical IoT services 

• Regular backup and disaster recovery 
exercises 

18 Incident response and 
recovery 

a) 6.6 Ransomware 
and extortion 

b) 6.7 State-sponsored 
targeting 

• IoT-specific IRP with defined roles and 
playbooks 

• Playbooks: device compromise, breach, 
ransomware 

• Remote device quarantine and isolation 
capability 

• Forensic data preservation procedures 
• Post-incident review and lessons-learned 

process 

19 Identity, Authentication, 
Authorisation, Audit (IAAA) 

a) 6.3 Weak defaults / 
authentication 
bypass 

b) 6.9 User-side threats 

• Lifecycle-aware identity management 
system for devices, users, and services 

• MFA for privileged access; strong 
authentication for all access 

• RBAC with least-privilege principle 
• Tamper-evident, integrity-protected audit 

trails for all auth and access events 

20 Hardware-based security 

a) 6.2 High-severity 
vulnerabilities / 
firmware 

c) 6.9 Side-channel 
attacks 

• TPM or equivalent hardware security 
module for key storage and attestation 

• SE for payment, biometric, or national 
security IoT applications 

• Hardware root-of-trust for secure boot 
chain verification 

• Physical Unclonable Function (PUF) for 
constrained device identity 

21 Pre-installation security 
assessment 

a) 6.3 Weak Defaults 
and 
Misconfigurations 

d) 6.5 Supply-Chain 
Risks 

• Pre-installation security weakness analysis 
for all devices, networks, and platforms 

• Countermeasures established for all 
identified weaknesses before installation 

• Initial security settings configured to 
maximum security (not vendor defaults) 

• Contractual obligations on manufacturers 
for vulnerability research and patching 

• Privacy assessment and countermeasures 
for all personal data before installation 
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