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Abbreviations

For this Technical Report, the following abbreviations apply.

DCU Data Concentrator Unit

DO Dissolved Oxygen

loT Internet of Things

JS JavaScript

LTE Long-Term Evolution

PoC  Proof of Concept

RTOS Real-Time Operating System
SMS  Short Message Service

TDS  Total Dissolved Solids
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INTERNET OF THINGS (loT) BASED AQUACULTURE

Executive summary

This project introduces an integrated, smart water management solution designed to enhance ecosystem
health through real-time data and automation. By combining advanced sensor technology with cloud-
based analytics, the system provides a proactive approach to maintaining sustainable aquatic
environments.

The system architecture is built on three pillars of technological innovation, beginning with a
comprehensive sensing suite that provides continuous monitoring of critical parameters such as Dissolved
Oxygen (DO), pH, temperature, salinity, Lux, and nitrate levels. This is supported by a scalable
architecture featuring an on-site data concentrator equipped with RS485 communication ports, which
allows for the seamless "plug-and-play" integration of supplementary sensors as needs evolve. To ensure
maximum reliability, the system utilises dual-platform hosting, managing data through both cloud-based
and local interfaces to provide constant accessibility and robust system redundancy. The on-site setup
used during the implementation is shown in Figure 1, illustrating the configuration of the smart aquaculture
monitoring system.

The project milestones are structured to ensure technical excellence and regulatory compliance, starting
with the system design phase which focuses on developing a robust communication framework equipped
with real-time feedback loops. This is followed by field validation, involving rigorous testing and iterative
refinements to guarantee that the system meets industrial-grade reliability standards. The project
culminates in a Proof of Concept (PoC), providing a definitive demonstration of the system’s overall impact
on sustainable resource management and the preservation of ecological integrity.

This initiative transitions water management from reactive maintenance to proactive stewardship. By
proving this POC, the project sets a scalable precedent for global sustainable resource management,
balancing technological advancement with environmental preservation.

Database Specs:

Memory (RAM) - 2GB
Processing (CPU) — 2vCPUs
Storage — 10GB

Immersive mongoDB
Temperature Sensor Database

12v ]
pH Sensor

jRS-485 | Data Concentrator LTE 4G WA .Y
Unit (DCU) with LTE et Q
12V 4G Modem

Dissolved Oxygen
Sensor

SOy Seh stk Cloud Server Dashboard (GUI)
Cloud Server Specs:

LUX Sensar Memory (RAM) - 2GB

Processing (CPU) — 2vCPUs

Storage (SSD) — 60GB

Nitrate Sensor /
Ammonia Sensor

i

Site 1 ... Site 2

Figure 1. The configuration of the smart aquaculture monitoring system
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1. Background

Aquaculture has become one of the most important food production sectors in the world because it
supports the growing demand for affordable and sustainable sources of protein. As aquaculture
operations increase in scale and intensity, maintaining consistent water quality has become one of the
most critical factors that determine the health, survival, and growth performance of aquatic species. Water
quality can shift within minutes due to feeding activities, waste accumulation, sudden changes in weather
conditions, or equipment malfunction. When these conditions are not detected early, they can lead to fish
stress, disease outbreaks, or in severe cases, rapid and widespread mortality. These challenges highlight
the need for continuous monitoring and timely response in aquaculture environments.

Many aquaculture facilities still depend on traditional monitoring methods that rely on manual sampling
and laboratory analysis. These approaches are limited because they only capture water conditions at
specific moments in time. As a result, operators may not be aware of sudden fluctuations that occur
between sampling sessions. Manual measurements also require frequent labour, involve the risk of
human error, and provide limited historical data. These constraints make it difficult to use the collected
information for prediction or long-term trend analysis. As aquaculture systems become more complex and
sensitive, the limitations of traditional monitoring methods create increasing management challenges and
financial risks.

The development of Internet of Things technology has introduced new opportunities for improving
aquaculture monitoring and management. The integration of digital sensors, smart communication
modules, and cloud-based software makes it possible to observe water conditions continuously and to
obtain precise readings throughout the entire day. Instead of depending on manual sampling, operators
can now access real time information on dissolved oxygen levels, pH values, temperature changes,
salinity, nitrate concentration, and light intensity. Real time monitoring allows abnormal conditions to be
detected immediately so that corrective actions can be taken before the situation deteriorates. This
transition from reactive control to proactive management represents a major advancement in modern
aquaculture practice.

Beyond continuous measurement, an Internet of Things system can provide automated alerts, historical
data visualisation, and analytical tools that help operators understand long term patterns and predict
possible risks. With access to continuous data streams, aquaculture facilities can optimise feeding
strategies, manage aeration more efficiently, reduce unnecessary use of energy, and prevent sudden
water quality failures. These improvements contribute to greater production stability, improved animal
welfare, and better long-term sustainability of aquatic environments.

Worldwide, many countries have begun adopting intelligent monitoring solutions as part of broader digital
agriculture initiatives. These efforts support climate resilience, food security, and environmental
protection. Within the national context, digital transformation in the agriculture and aquaculture sector is
increasingly encouraged to improve productivity and strengthen competitiveness. Smart monitoring
technologies align with these national objectives by introducing more efficient and scientifically informed
approaches to resource management.

The Internet of Things aquaculture Proof of Concept was developed to demonstrate the practicality and
benefits of a fully digital real time water quality monitoring system in operational aquaculture settings. The
initiative aims to validate the performance, reliability, and impact of an integrated monitoring solution under
real world conditions. The Proof of Concept seeks to show how continuous measurement, automated
notification, and cloud-based analysis can address long standing challenges faced by aquaculture
operators. The outcomes obtained from this work are expected to support industry wide adoption of digital
monitoring systems and contribute to future efforts in standard development for intelligent water quality
monitoring in aquaculture.
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2. Objective

The core objectives of the loT-Based Smart Aqueous System project encompass several critical aspects
of water management as described below.

a) Monitoring

The primary aim is to enable continuous measurement of crucial water quality parameters, including DO,
temperature, pH, salinity, Lux, and nitrate levels. This comprehensive monitoring capability is designed
to provide a detailed understanding of water conditions, supporting effective management and
intervention strategies.

b) Control

Another key objective is to facilitate real-time adjustments based on the data collected. By enabling both
manual and automated responses to changes in water quality, the system ensures that conditions can be
maintained or optimised as needed. This objective emphasises the importance of timely and precise
control measures in preserving water quality and supporting ecosystem health.

c) Optimisation

The project also aims to leverage data visualisation to enhance system efficiency and reduce operational
costs. Through advanced data analysis, the system can predict maintenance needs, optimise resource
use, and streamline processes. This focus on optimisation is intended to improve overall operational
performance and resource management.

d) Notification

The system is designed to provide real-time notifications regarding critical changes or potential issues
within the aquatic environment. By utilising an SMS gateway, stakeholders are promptly informed of
threshold breaches or abnormal conditions, enabling swift and proactive responses to mitigate potential
risks.

Figure 2 shows the live dashboard interface that visualises water-quality readings captured from both
monitoring stations from site 1 (GMS-S001-V01 and GMS-S001-V02). This interface directly supports the
project objectives by providing real-time monitoring, enabling rapid control decisions, allowing
optimisation via trend analysis, and triggering alerts when thresholds are breached.

Site 1: Measured Data from Sensors (Tank 1)

(‘Qr 135 lux GMS-S001-V01

201°C New Nots:

GMS-S001-V02

New Note:

Figure 2. Dashboard
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3. Target groups and benefits
The target groups and benefits are shown in Table 1.

Table 1. Target groups and benefits

No Target groups Benefits

y Aquaculture operators Early warning of low DO or Nitrate spikes prevents mass fish
and farmers mortality, protecting livelihoods and increasing yield.

2 Research institutions/ Access to high-velocity historical data for longitudinal studies on
universities climate change and local ecosystem health

3 Government and Establishes a technical benchmark for loT standards in water
relevant stakeholders management and smart agriculture.

4 Environmental Access real time data for regulatory monitoring and replacing
agencies manual site sampling

4. Scope of work

The sites selected for this PoC is in GMS Aquaculture Centre, Sungai Pelek, Selangor (Site 1) and
ADIACA Enterprise, Port Dickson, Negeri Sembilan (Site 2). The duration of this PoC is for 18 months.
The Scope of work for the loT-Based Aquaculture PoC encompasses the design, deployment, testing,
and validation of a real-time water-quality monitoring system. The key components are as follows:

4.1 Site selection and justification

The PoC was implemented at the operational aquaculture sites based on the following criteria:

a) Active commercial aquaculture operations requiring continuous water-quality management.

b) Availability of controlled tank-based systems, allowing consistent validation of sensor accuracy and
performance.

c) Suitability for testing multi-parameter sensors due to varying environmental conditions and
operational practices.

d) Stakeholder readiness and access for installation, maintenance, and data collection activities.

These sites enabled the PoC team to validate system robustness under real-world aquaculture
conditions and compare sensor performance across different water environments.

4.2 Sensor deployment

Installation of multi-parameter water-quality sensors for continuous monitoring of:
a) Dissolved Oxygen (DO)

b) pH

c) Temperature

d) Salinity

e) Lux
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f) Nitrate

Sensors were installed at strategic sampling points within the water-flow system, protected with filtration
housings to prevent biofouling and particulate interference.

4.3 Data acquisition system

Deployment of a Real-Time Operating System (RTOS)-based Data Concentrator Unit (DCU) equipped
with:

a) RS-485 industrial communication ports.

b) LTE cellular connectivity for cloud transmission.

c) Cloud-based hosting to ensure high system availability.

4.4 Data management and storage

A scalable MongoDB database was implemented to:

a) Support large-volume time-series data.

b) Enable high-availability replication.

c) Ensure robust long-term storage for analysis.

4.5 Data visualisation and analytics

Development of a Meteor JS-based dashboard providing:

a) Real-time display of water-quality parameters.

b) Historical trend analysis.

c) Threshold-based alerts and SMS notifications.

d) Visualisations for operator decision-making.

4.6 Field validation and performance assessment
End-to-end system evaluation at sites, covering:

a) Sensor accuracy validation using manual reference sampling.
b) System reliability under varying environmental and operational conditions.
c) Communication stability and data latency.

d) Dashboard usability and data consistency.

5. Methodology

The overall system architecture of the loT-Based Smart Aqueous System is shown in Figure 3. It highlights
the key components and data flow pathways that support real-time monitoring, communication,
processing, and visualisation. This diagram provides a structural overview of how sensors, the DCU,
communication modules, and cloud-based platforms interact to deliver continuous environmental data
from the aquaculture sites.
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Figure 3. System architecture
5.1 Advanced sensor integration

This section outlines the integration of high-precision aquatic sensors designed to capture real-time
water-quality parameters across both deployment sites. It highlights the methods used to position, protect,
and calibrate the sensors to ensure accurate, reliable, and continuous data acquisition in dynamic
aquaculture environments.

5.1.1 Innovative sensor technology

At the heart of the loT-Based Smart Aqueous System lies an array of advanced sensors that are
meticulously designed to monitor a range of critical water quality parameters. These sensors are
engineered to operate effectively in challenging aquatic environments, providing accurate and reliable
data on key metrics such as dissolved oxygen, temperature, pH, salinity, Lux, and nitrate levels. The
sensors employed in this system are distinguished by their high precision and durability, which are
essential for ensuring consistent and dependable performance in diverse environmental conditions.

Figure 4 below shows the implementation of the monitoring and filtration system at site 1 (GMS
Aquaculture Centre). The images illustrate the initial water-intake stage, integration of the filtration
components, manual sampling procedures, and the use of portable sensors for field validation.

A - Water pumped from the fish tank passes through a multi-stage filtration system.

B and C - Dual pumps and filter housings mounted directly onto the tank system.

D - Manual collection of water samples for auxiliary testing and calibration verification.

E - Real-time water quality assessment using a pH sensor and digital monitoring equipment.
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Figure 4. Installed sensors in the tank system of site 1
Figure 5 presents the installation configuration at site 2 (ADIACA Enterprise), where sensors were
positioned within protective housings and mounted along the tank’s piping system. The setup supports
continuous in-flow monitoring and safeguards the sensing probes from physical disturbance.
A - Sensor nodes placed inside a protective casing.
B - Sensor nodes attached securely to the water inlet pipe.
C - Front view of the sensor-node assembly.
D - Closer view of the dissolved oxygen and pH sensors.

E - Water pumped through the node station for continuous measurement.

F - Sample water measured using the installed sensors.

Figure 5. Installed sensors in the tank system of site 2
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5.1.2 Deployment and protection mechanisms

The deployment strategy for the sensors involves careful placement within the aquatic environment to
capture comprehensive data across multiple locations. A sophisticated protection mechanism is employed
to safeguard the sensors from environmental contaminants and maintain measurement accuracy over
time. This includes the use of a pump and filter system designed to shield the sensors from potential
damage and interference. The system's design reflects a deep understanding of the complexities of the
aquatic environment and the need for robust, reliable sensor performance. Figure 6 shows the sensor
placements inside the protective housings used at site 1 (A) and site 2 (B). These housings are designed
to maintain stable measurement conditions while preventing particulate intrusion and shielding the sensors
from physical interference during daily aquaculture operations.

Figure 6. Sensor placements in the protective case in site 1 (A) and site 2 (B)

5.1.3 Calibration and accuracy

Ensuring the accuracy of sensor readings is a critical aspect of the project. The calibration process is
meticulously conducted to align sensor outputs with established standards and manual readings. This
process involves a series of commands and adjustments designed to ensure that the sensors provide
data that is both accurate and consistent. Regular calibration checks are essential for maintaining the
integrity of the data and addressing any discrepancies that may arise.

5.2 Robust communication system

Figure 7 below illustrates the RS-485 communication network linking the sensors to the DCUs at both
monitoring stations. The figure shows how the RS-485 cabling is routed to each DCU, forming a stable
wired connection that enables reliable data transmission across the two stations.

5.2.1 RS-485 communication protocol

The communication infrastructure of the loT-Based Smart Aqueous System relies on the RS-485
communication protocol, which is known for its robustness and reliability in industrial applications. This
protocol is particularly well-suited for environments where electrical noise and signal interference can be
significant concerns. By utilising RS-485, the system benefits from enhanced noise immunity and the
ability to transmit data over long distances with minimal signal degradation. This contributes to the overall
reliability and effectiveness of the data communication process.
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Figure 7. RS-485 Cabling linking the sensor modules to the DCUs at both stations

5.2.2 Cellular LTE connectivity

To ensure continuous and reliable data transmission, the system integrates the SIM7600E cellular LTE
module. This module provides high-speed data transfer capabilities, allowing for the swift transmission of
real-time data to the cloud. The use of LTE connectivity also enables remote access to the data, offering
flexibility and convenience for stakeholders who need to monitor water quality from various locations. The
cellular module plays a crucial role in maintaining seamless communication and data flow within the
system.

5.2.3 System architecture

The DCU serves as a central component in the system's architecture, handling input from multiple sensors
and facilitating communication between the sensors and the cloud-based data storage. The DCU is
equipped with RS-485 connectors, a microcontroller running on a RTOS, and a cellular LTE module. This
architecture supports efficient data handling and communication, ensuring that the system can effectively
manage and transmit data across different sensors and locations.

5.3 Real-time data visualisation

The real-time data visualisation component provides an interactive and intuitive interface for monitoring live
water quality parameters and overall system status. This component enables continuous observation of
sensor data, allowing stakeholders to respond promptly to changes in environmental conditions. By
presenting complex datasets in a clear and accessible format, the visualisation layer supports effective
analysis, interpretation, and decision-making.

5.3.1 Meteor JS framework

The system employs the Meteor JS framework to implement real-time data visualisation and
synchronisation. Meteor JS is a full-stack JavaScript framework that is particularly well suited to
applications requiring continuous data updates and responsive user interaction. lts real-time data
propagation model ensures that sensor readings are automatically synchronised across all connected
clients without the need for manual refresh.

This capability allows users to observe live changes in water quality parameters as they occur, facilitating
immediate analysis and timely intervention. In addition, Meteor JS provides a unified development
environment that integrates both front-end and back-end components, simplifying system architecture and
reducing development complexity. This streamlined approach enhances system reliability and contributes
to efficient deployment and maintenance of the monitoring platform.
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5.3.2 Advanced data visualisation

The system’s advanced data visualisation capabilities are designed to support both real-time monitoring
and long-term analytical insights. By leveraging historical and live datasets, the platform enables the
identification of trends, patterns, and anomalies in water quality parameters. These insights are essential
for predicting maintenance requirements, detecting early signs of environmental stress, and supporting
proactive management strategies.

Graphical representations of sensor data allow stakeholders to quickly interpret variations in key
parameters and assess overall ecosystem health. This visual approach enhances operational efficiency by
supporting data-driven decision-making and optimising resource management. To illustrate these
capabilities, Figure 8. presents the nitrate concentration trend as displayed on the dashboard,
demonstrating how the platform highlights sensor-captured fluctuations over time.

Nitrate Data from 17 Jan 2025 to 24 Jan 2025
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Figure 8. Nitrate data plot extract from dashboard interface

To further demonstrates real-time monitoring, Figure 9 shows the light intensity profile, offering insights
into environmental illumination patterns that may influence aquatic behaviour and ecosystem stability.
Additionally,

Light Intensity Data from 17 Jan 2025 to 24 Jan 2025
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Figure 9. Light intensity data plot extract from dashboard interface
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Figure 10 depicts the DO variations, a critical parameter for assessing aquatic health and early detection
of oxygen-related stress conditions.

Dissolved Oxygen Data from 17 Jan 2025 to 24 Jan 2025
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Figure 10. Dissolved Oxygen data plot extract from dashboard interface
5.4 Data storage and processing

The data storage and processing component is responsible for the reliable acquisition, secure storage,
and efficient handling of sensor data to support both real-time monitoring and long-term analysis. This
component ensures data integrity and availability, enabling continuous system operation while providing
a robust foundation for analytical and visualisation functions.

5.41 MongoDB database

MongoDB was selected as the system’s primary database due to its flexibility, scalability, and suitability for
handling time-series sensor data. As a NoSQL database, MongoDB employs a schema-less data model,
allowing new data fields and sensor types to be integrated without requiring complex schema
modifications. This adaptability is particularly advantageous in dynamic monitoring environments where
system requirements may evolve over time.

In addition, MongoDB supports high availability through replication and distributed storage mechanisms,
ensuring data redundancy and resilience against system failures. These features enhance data reliability
and ensure continuous access to historical and real-time records for analysis and reporting. The
database’s ability to efficiently manage large volumes of data also supports long-term storage and trend
analysis.

5.4.2 Data flow and visualisation

Sensor data is transmitted to the Data Collection Unit (DCU), where preliminary processing is performed
before the data is securely transferred to cloud-based storage. This structured data flow ensures efficient
handling of incoming data streams while minimising latency and potential data loss.

Once stored, the data is made available to the visualisation layer, enabling real-time monitoring and
historical analysis through interactive dashboards. These visualisation tools allow stakeholders to explore
trends, identify anomalies, and evaluate system performance with ease. The end-to-end data flow
architecture is designed to support timely data processing, secure storage, and seamless integration with
the visualisation platform, thereby enhancing the overall effectiveness and reliability of the water quality
monitoring system.

11
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6. Observations

This section evaluates the operational performance of the loT-Based Smart Aqueous System during the
field-testing phase. It highlights key findings regarding system reliability, data accessibility, and the
practical challenges encountered during real-world deployment.

6.1 System performance

This sub-section outlines the operational performance of the loT-Based Smart Aqueous System, focusing
on how effectively the sensors, communication modules, and data workflow function under actual field
conditions.

6.1.1 Accuracy and reliability of sensor data

Throughout the implementation phase, the loT-Based Smart Aqueous System has demonstrated a high
level of accuracy and reliability in monitoring water quality parameters. The sensors have consistently
provided precise measurements, aligning with manual readings and industry standards. This accuracy is
critical for ensuring that the data collected is trustworthy and can be used effectively for decision-making.
The reliability of the system has been evidenced by consistent data outputs, with only minor variations
observed during periods of heavy flow. These variations were addressed through calibration and
adjustments to maintain data accuracy.

6.1.2 Effectiveness of real-time alerts

The real-time alerting feature of the system, which utilises an SMS gateway, has proven to be highly
effective in providing timely notifications of critical changes. This capability has allowed for prompt
responses to significant shifts in water quality, mitigating potential risks and ensuring that issues are
addressed in a timely manner. The alert system has enhanced the overall responsiveness of the
monitoring process, contributing to better management of water quality and protection of aquatic
ecosystems.

6.1.3 Datatransmission and communications

The RS-485 communications protocol and cellular LTE 4G connectivity have been instrumental in
ensuring reliable and efficient data transmission. The RS-485 protocol has provided robust noise immunity
and long-distance communications capabilities, while the LTE 4G module has facilitated high-speed data
transfer and remote access. These communication features have contributed to the system's overall
effectiveness, ensuring that data is transmitted swiftly and accurately from the sensors to the cloud-based
storage.

6.2 Data integration and usability

This sub-section outlines how the system integrates sensor data and how effectively users can access
and interpret this information through the dashboard interface.

6.2.1 User interface and accessibility

The user interface for accessing and managing data is designed to be intuitive and accessible across a
range of devices, including personal computers, smartphones, and tablets. This user-friendly design
enhances the usability of the system, allowing stakeholders to easily monitor water quality and make
informed decisions. The interface provides a seamless experience for interacting with the system's data
and features, supporting efficient management and analysis.
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6.2.2 Data visualisation tools

The real-time and historical data visualisation tools provided by the system have been effective in
presenting water quality trends and insights. The ability to filter and analyse data through interactive
dashboards allows users to gain valuable insights into water quality dynamics. These visualisation tools
support data-driven decision-making and facilitate a deeper understanding of water conditions,
contributing to more effective management practices.

6.3 Challenges encountered

This section outlines the key challenges encountered during system deployment and field operation,
highlighting issues that affected implementation efficiency, data reliability, and overall system
performance.

6.3.1 Implementation delays and technical issues

During the implementation phase, several challenges were encountered, including delays caused by
logistical issues and technical adjustments. These delays impacted the project timeline and required
additional efforts to address and resolve. Despite these challenges, the project team was able to
overcome the obstacles and successfully implement the system. Lessons learned from these experiences
have informed subsequent phases of the project and will contribute to the refinement of future
implementations.

6.3.2 Datainconsistencies and calibration needs

Minor data inconsistencies were observed during periods of high flow, highlighting the need for ongoing
calibration and potential improvements in sensor accuracy. These inconsistencies underscored the
importance of regular calibration checks and adjustments to maintain reliable data collection. Addressing
these issues involves refining calibration processes and exploring enhancements to sensor technology to
ensure consistent performance across varying environmental conditions. To illustrate how these
inconsistencies were identified and monitored, Figure 11 presents the environmental dashboard used to
track air quality, weather conditions, and pollutant levels at the GMS Aquaculture Centre Sdn Bhd.

Site 1: GMS Aquaculture Centre Sdn Bhd

GMS-8001-V01

26.1°C Atmospheric Pressure 1013 hPa

Humidity 69 %

2.6207
20% Langitude 101.6981

Clouds scription few clouds

rbon Monaxide 200.75 pg/m® 0.72 pgim?

0 pg/m? 7.56 pgim?

2.16 pg/m? ate Matter (PM10) 10.7 pgim?

31.67 pg/m® Concentration of Ammonia 0.49 pgim?

Figure 11. Environmental dashboard at GMS aquaculture centre
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7. Recommendations
7.1  Enhancing sensor calibration and maintenance

Enhancing sensor calibration and maintenance is essential for ensuring accurate data collection and
reliable system performance within the loT-Based Smart Aqueous System. Sensor inaccuracies and
performance degradation over time can significantly affect the quality of water quality data and,
consequently, the effectiveness of monitoring and decision-making processes. To address these
challenges, this section proposes two complementary strategies: the implementation of automated
calibration routines to maintain measurement accuracy, and the establishment of a regular maintenance
schedule to ensure long-term system reliability.

7.1.1 Automated calibration routines

To mitigate issues related to sensor drift and calibration inconsistencies, the implementation of automated
calibration routines is strongly recommended. Automated calibration systems reduce dependence on
manual adjustments, minimise human error, and ensure that sensors remain consistently aligned with
predefined accuracy standards. By integrating automated calibration mechanisms, the system can
maintain high measurement precision, enhance data reliability, and reduce operational downtime, thereby
improving overall system performance.

7.1.2 Regular maintenance schedule

In addition to automated calibration, establishing a structured and regular maintenance schedule is critical
for sustaining sensor performance and system stability. Routine inspections, performance verification,
and preventative servicing should be conducted to identify potential faults before they escalate into system
failures. This proactive maintenance approach complements automated calibration by addressing
physical wear, environmental damage, and component degradation, ultimately extending equipment
lifespan and ensuring continuous, efficient system operation.

7.2 Expanding sensor capabilities

Expanding the sensor capabilities of the loT-Based Smart Aqueous System is essential for improving
monitoring coverage, increasing data depth, and enhancing the system’s ability to accurately assess
complex water quality conditions. While the current configuration provides valuable baseline
measurements, it may not fully capture the wide range of physical, chemical, and biological factors that
influence aquatic environments. To address these limitations, this section focuses on two key strategies: the
introduction of additional sensor types to broaden the range of monitored parameters, and the integration
of the system with other environmental data sources to provide greater contextual understanding of water
quality dynamics.

7.21 Introduction of additional sensor types

To strengthen the system’s monitoring capabilities, the integration of additional sensor types is strongly
recommended. Expanding the range of measurable parameters to include heavy metals, nutrients,
pathogens, and other chemical or biological contaminants would allow for a more comprehensive
assessment of water quality. These additional sensors can support early detection of contamination
events, improve compliance with environmental standards, and enable more targeted mitigation
strategies. By increasing both the diversity and sensitivity of monitored parameters, the system’s overall
accuracy and reliability can be significantly enhanced.

7.2.2 Integration with other environmental data sources

In addition to expanding sensor hardware, integrating the loT-Based Smart Aqueous System with
complementary environmental data sources can further enhance analytical capability. Data such as
meteorological conditions, land-use patterns, hydrological characteristics, and records of industrial or
agricultural activities provide critical context for interpreting sensor measurements. Combining real-time
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sensor data with these external datasets enables more robust analysis of cause-and-effect relationships,
supports predictive modelling, and contributes to a more holistic and informed approach to water quality
management.

7.3 Improving data analytics

Improving data analytics is critical for transforming raw sensor data into meaningful insights and
supporting proactive, data-driven management of the loT-Based Smart Aqueous System. As the volume
and complexity of collected data increase, effective analytical tools are required to identify patterns, detect
anomalies, and support timely decision-making. To enhance the system’s analytical capabilities, this
section outlines two key approaches: the adoption of advanced predictive analytics to anticipate future
trends and potential risks, and the enhancement of data visualisation features to improve data
interpretation and usability for system users.

7.3.1 Advanced predictive analytics

To strengthen analytical performance, the implementation of advanced predictive analytics techniques is
recommended. By leveraging machine learning and artificial intelligence algorithms, the system can
analyse historical and real-time data to identify trends and forecast future water quality conditions.
Predictive analytics can support early warning systems, enable proactive intervention strategies, and
reduce the likelihood of adverse water quality events. This capability enhances operational planning and
contributes to more efficient and informed water resource management.

7.3.2 Enhanced data visualisation features

Complementing predictive analytics, enhanced data visualisation features are essential for ensuring that
analytical outputs are accessible and easily interpreted by users. Incorporating interactive dashboards,
dynamic graphs, and geospatial mapping tools can provide clearer insights into spatial and temporal
variations in water quality. Improved visualisation supports more effective data exploration, facilitates
communication among stakeholders, and enables faster, more informed decision-making across technical
and non-technical user groups.

7.4 Public awareness and education

Public awareness and education play a vital role in promoting effective water quality management and
ensuring the long-term success of the loT-Based Smart Aqueous System. Technical solutions alone
are insufficient without public understanding, acceptance, and engagement. Increasing awareness of
water quality issues and fostering community involvement can enhance transparency, encourage
responsible environmental behaviour, and support the broader adoption of the system. To achieve
these objectives, this section focuses on two key strategies: the implementation of targeted public
outreach and education programmes, and collaboration with local stakeholders to strengthen
community participation and institutional support.

7.41 Public outreach and education programs

To maximise the societal impact of the loT-Based Smart Aqueous System, the development of structured
public outreach and education programmes is recommended. These initiatives should aim to inform the
public about the importance of water quality monitoring, the risks associated with water pollution, and the
benefits of the proposed system. Outreach activities may include workshops, awareness campaigns,
educational materials, and interactive demonstrations designed to engage diverse audiences. Improving
public understanding can foster trust in the system and encourage active community involvement in water
quality protection efforts.

7.4.2 Collaboration with local stakeholders
In addition to public education, collaboration with local stakeholders is essential for enhancing system

effectiveness and sustainability. Engaging government agencies, environmental organisations, academic
institutions, and community groups can provide valuable feedback, technical expertise, and
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local knowledge. Such collaboration supports shared responsibility in water resource management,
facilitates policy alignment, and promotes wider system adoption. A cooperative approach strengthens
stakeholder commitment and contributes to more coordinated and sustainable water quality management
practices.

7.5 Managing implementation challenges

Effectively managing implementation challenges is essential for ensuring the reliability of the loT-Based
Smart Aqueous System and facilitating smoother future deployments. Addressing potential obstacles
proactively can minimise delays, reduce costs, and improve overall project outcomes. This section
focuses on two complementary strategies: adopting improved project management practices to guide
implementation and investing in Research and Development (R&D) to enhance system capabilities and
adaptability.

7.5.1 Improved project management practices

To mitigate implementation challenges, the adoption of enhanced project management practices is
strongly recommended. This includes developing comprehensive project plans, defining clear milestones
and deliverables, and fostering effective communication among all project stakeholders. Robust project
management enables the early identification of risks, supports timely problem-solving, and ensures that
resources are allocated efficiently. By integrating structured management approaches, the project team
can achieve smoother implementation, reduce the likelihood of delays, and enhance the overall success
of the system deployment.

7.5.2 Investment in Research and Development (R&D)

Alongside improved management practices, sustained investment in Research and Development (R&D)
is critical for advancing the technology and capabilities of the loT-Based Smart Aqueous System.
Continuous R&D can drive innovation, improve sensor accuracy, optimise data analytics, and address
emerging environmental and technical challenges. Supporting R&D initiatives ensures that the system
remains at the forefront of technological advancements, maintains long-term effectiveness, and continues
to deliver high-quality solutions for water quality monitoring and management.

8. Conclusion

This report has presented the design, implementation, and field validation of an loT-Based Smart Aqueous
System developed to address critical challenges in real-time water quality monitoring for aquaculture
applications. The project has successfully achieved its intended Proof of Concept (PoC) objectives by
demonstrating how advanced sensing technologies, resilient communication infrastructure, and
cloud-enabled data processing can be integrated into a cohesive and operational monitoring solution.

The system architecture—comprising multi-parameter water quality sensors, a Real-Time Operating
System (RTOS)-based Data Concentrator Unit (DCU), RS-485 industrial communication links, cellular
LTE connectivity, and cloud-hosted data storage and visualisation platforms—has proven to be technically
robust and operationally viable. Continuous monitoring of key parameters such as dissolved oxygen, pH,
temperature, salinity, light intensity, and nitrate concentration provides near real-time visibility of aquatic
conditions. This capability enables timely decision-making and proactive management, representing a
substantial improvement over conventional manual sampling methods that are typically intermittent,
labour-intensive, and reactive.

Field deployments conducted across two operational aquaculture sites further validated the system’s
reliability and performance under real-world environmental and operational conditions. Observations
indicate stable data acquisition, consistent data transmission, and effective system responsiveness
throughout the monitoring period. The real-time notification capability, implemented via an SMS gateway,
demonstrated clear operational value by enabling early warning of abnormal conditions and supporting
rapid intervention to mitigate potential risks such as oxygen depletion or water quality degradation.
Collectively, these outcomes confirm the practical benefits of loT-enabled monitoring for enhancing
situational awareness and operational control in aquaculture environments.
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In addition to demonstrating technical feasibility, the project generated important insights into system
deployment, operation, and scalability. Challenges related to environmental variability, long-term system
operation, data management, and implementation logistics were identified and analysed. These insights
informed the recommendations presented in this report, which focus on strengthening system resilience,
enhancing analytical capabilities, improving scalability, and adopting effective project management and
governance practices. Together, these recommendations provide a structured pathway for future system
enhancement, wider deployment, and sustained operational performance.

From a broader strategic perspective, the outcomes of this project align strongly with national priorities in
digital transformation, smart agriculture, and environmental sustainability. The loT-Based Smart Aqueous
System demonstrates how digital technologies can be effectively leveraged to improve resource
efficiency, support sustainable aquaculture practices, and enhance environmental monitoring capabilities.
In doing so, the project directly supports the objectives of the Malaysian Technical Standards Forum Bhd
(MTSFB) Industry Promotion and Development Grant (IPDG) by advancing industry-relevant innovation
and generating practical implementation knowledge.

Table 2 maps the key system architecture elements and operational experiences of the loT-Based Smart
Aqueous System to the relevant existing, forthcoming, and proposed MTSFB Technical Codes, illustrating
the project's contribution towards the validation and implementation of these standards.

Table 2. Alignment of loT-based smart aqueous system implementation with relevant MTSFB
Technical Codes

Project Component/ Relevant MTSFB TC Reference Context
Field Experience
End-to-End Data Pipeline New Proposed TC: Direct Field Validation:

(Sensor polling, DCU parsing, | loT Interoperability: Syntactic | ¢ Transport Interoperability:
payload variations and cloud | Requirements for Device-to- Validates reliable data
transmission) Platform Data Exchange transmission over
LTE/cellular networks.

e Syntactic Interoperability:
Uses field-derived payload
structures to evaluate data
serialization, encoding, and
payload decoding
mechanisms.

e Data Modeling & Schema:
Validates  structuring  of
aquatic sensor data,
operational parameters, and
timestamps to ensure
syntactic consistency.

e Messaging Patterns:
Demonstrates real-world
telemetry and event-driven
notifications  (via  SMS
gateway) to reduce edge-to-
cloud communication
friction.

17



MTSFB TR 017: 2025

Table 2. Alignment of loT-based smart aqueous system implementation with relevant MTSFB

Technical Codes (continued)

Project Component/
Field Experience

Relevant MTSFB TC

Reference Context

End-to-End Data
(continued)

Pipeline

(Sensor polling, DCU parsing,
payload variations and cloud
transmission)

e Handshake Mechanisms:
Validates device-to-edge
(D2E) and device-to-
platform (D2P) onboarding
and communication
workflows.

Multi-layered Infrastructure

(Overall system architecture and
component roles)

MCMC MTSFB TC G022:2020

Internet of Things (loT) High-
Level Functional Architecture

Field deployment successfully
conformed to and fits perfectly
and proves that the model
works.

Industrial Data Exchange

(RS-485 and LTE

communication links)

MCMC MTSFB TC G039:2023

Industrial Internet of Things
(lloT) Connectivity and
Communication Framework

Validated the practical
application of industrial
connectivity and communication
principles.

Device Configuration

MCMC MTSFB TC G045:2024

Serves as a practical use case
for executing baseline device-

(Securing data flows from edge
to cloud platforms)

Internet of Things — Application
Security Requirements

(Data Concentrator Unit (DCU) | Internet of Things — Device | €Vel hardware security
and edge sensor setups) Security Requirements requirements.
Cloud Data Transmission MCMC MTSFB TC G031:2021 | Demonstrates the real-world

implementation of secure data
transit and application-layer
protections.

In conclusion, the loT-Based Smart Aqueous System represents a forward-looking and scalable solution
that bridges technological innovation with practical industry needs. Through successful field validation,
comprehensive analysis, and well-defined recommendations, this project establishes a solid foundation
for future research, standardisation efforts, commercial deployment, and broader adoption of intelligent
water resource management systems in Malaysia and beyond.
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