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Foreword

This technical code for Information and Network Security - Requirements (‘this Technical Code’) was
developed pursuant to the Section 185 of the Act 588 by the Malaysian Technical Standards Forum
Bhd (MTSFB) via its Information Security Planning and Strategy Sub Working Group under the Security,
Trust and Privacy Working Group.

Major modifications in this revision are as follows:

a)

Inclusion of the Information and Network Security (INS) framework.
Replacement of Controls to Information Security Risk Management in Annex A.
Relocation of Risk Management Process from 5.2.2 to Annex A.

Revision of the references.

This Technical Code replaces the MCMC MTSFB TC G009:2019, Information and Network Security -
Requirements (First Revision). The latter shall be deemed to be invalid to the extent of any conflict with
this Technical Code.

This Technical Code shall continue to be valid and effective from the date of its registration until it is
replaced or revoked.
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INFORMATION AND NETWORK SECURITY - REQUIREMENTS

0. Introduction

Information and Network Security (INS) refers to the systematic approach of establishing, implementing,
operating, monitoring, reviewing, maintaining, and improving information security within an
organization. It aligns with international standards such as ISO/IEC 27001, which provides a framework
for establishing, implementing, maintaining, and continually improving INS as illustrated in Figure 1.

INFORMATION AND NETWORK SECURITY

ITU-T Information and Network Security — Requirements ISO/IEC
Recommendation (TC G009) Standards

Critical Security Controls - MyCSC 17788 (Cloud)

(TC G042) 22301 (BCM)
22313 (BCM)

27000
X.1051 Support, Operations & Improvements 27001

X.Sup34 27002

)ii%%%e loT Incident SPA CcsP e
: (TC G013) (TC G015) (TC GO16) (TC G017) 27005
Y.4100 27011
Broadcast Insurance Monitoring 5G 27017 (Cloud)
(TC G018) (TC G020) (TC G021) (TC G028) 27018 (Plicloud)
27035 (Incident)
Capacity PIMS loT App. 31000 (Risk
(TC G029) (TC G030) (TC G031) 31010 (Risk)

Other Standards, Compliance & Regulatory
NIST, PCI DSS, CIS, CREST, OWASP, GDPR, PDPA

Figure 1. INS Framework

1. Scope

This Technical Code provide requirements for establishing, implementing, maintaining and continually
improving INS systems which includes the management of information security risk within the context
of an organisation. The requirements set out in this Technical Code are generic and intended to be
applicable to all organisations, regardless of size, type or nature.

2. Normative references

The following normative references are indispensable for the application of this Technical Code. For
dated reference, only the edition cited applies. For undated references, the latest edition of the
normative references (including any amendments) applies.

MCMC MTSFB TC G021, Information and Network Security - Monitoring and Measurement of Security
Control Objectives
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MCMC MTSFB TC G042, Information and Network Security - Malaysia Critical Security Controls
(MYCSC)

ISO/IEC 27000, Information technology- Security techniques — Information and Network Security
systems - Overview and vocabulary

3. Abbreviations

CISO Chief Information Security Officer

IS Information Security

INS Information and Network Security

P Internet Protocol

OWASP Open Web Application Security Project
TCP Transmission Control Protocol

UbDP User Datagram Protocol

4. Terms and definitions

For the purposes of this Technical Code, the definition as stated in ISO/IEC 27000 is referred.

5. Information and Network Security organisation context and planning
5.1 Organisation context
5.1.1 Understanding context of organisation

The organisation shall determine internal and external issues that are relevant to its purpose and that
affects its ability to achieve the intended outcomes of its INS.

5.1.2 Understanding the expectation of interested parties

The organisation shall determine:

a) Interested parties that are relevant to the INS.

b) The requirements of these interested parties relevant to the INS; and
c) The requirements that will be addressed through the INS.

NOTE: The requirements of interested parties may include legal and regulatory requirements and contractual
obligations.

5.1.3 Determining the scope of INS

The organisation shall determine the boundaries and applicability of INS to establish its scope. The
determination of scope shall take the following into consideration:

a) The internal and external issues referred in 5.1.1.
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b) The requirements referred in 5.1.2.

c) Interfaces and dependencies between activities performed by the organisation, and those that are
performed by other organisations.

The scope shall be available as documented information.
5.1.4 Information and Network Security (INS) methodology

The organisation shall establish, implement, maintain and continually improve its INS, in accordance
with the requirements of this Technical Code.

5.2 Policy

An organisation leadership shall establish a management framework to initiate and control the
implementation of INS. Its management shall approve the INS policy, assign security roles and
ownership and oversee the implementation of security across the organisation.

Top management shall establish an INS policy that:

a) Is appropriate to the purpose of the organisation.

b) Includes INS objectives or provide the framework for setting the INS objectives.

c) Includes a commitment to satisfy applicable requirements related to INS.

d) Include a commitment to continual improvement of the INS management system.

The INS policy shall:

a) Be available as documented information.

b) Be communicated within the organisation.

c) Be available to interested parties, as appropriate.

5.3 Planning for Information and Network Security (INS) risk management

5.3.1 General

When planning for the INS, the organisation shall consider the context of organisation and the
expectation of interested parties in determining the following risks and opportunities that need to be
addressed:

a) Security management system can achieve its intended results.

b) Enhance desirable effects.

c) Prevent or reduce undesired effects.

d) Achieve continual improvement.

The organisation shall plan the actions to address these risks and opportunities and identify the
following items:

a) integrate and implement the actions into its INS system processes.
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b) evaluate the effectiveness of these actions.
5.3.2 Information and network security risk management

Refer to Annex A for the guidelines for establishing information and network security risk management
process.

5.4 Information and Network Security (INS) objectives and planning

The organisation shall establish INS objectives at relevant functions and levels. The INS objectives
shall consider the following items:

a) Be consistent with the INS policy.
b) Be measurable (if applicable).

c) Take into account applicable INS requirements and results from risk assessment and risk
treatment.

d) Be monitored.

e) Be consulted and communicated.

f)  Be available as documented information and updated as appropriate.
The organisation shall retain documented information on the INS objectives.

When planning on how to achieve its INS objectives, the organisation shall determine the following
questions:

a) What will be done.

b) What resources will be required.
c) Who will be responsible.

d) When it will be completed.

e) How the results will be evaluated.

When the organisation determines the need for changes to the INS system, the changes shall be
carried out in a planned manner.

6. Roles and responsibilities

6.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the INS by:

a) Appointing a Chief Information Security Officer (CISO) or equivalent who is an independent
authority and reports to board of directors, that is responsible for the overall INS for the

organisation.

b) Ensuring the IS policy and the objectives are established and compatible with the strategic direction
of the organisation.
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c) Ensuring the integration of the INS requirements into the organisation’s process.

d) Ensuring that the resources required for the INS system are available.

e) Communicating the importance of an effective INS and confirming to the INS requirements.
f)  Ensuring that the INS system achieves the intended results.

g) Directing and supporting persons to contribute to the effectiveness of the INS system.

h) Promoting continual improvement.

i)  Supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibilities.

6.2 Roles, responsibilities within the organisation and authorities

The organisation shall ensure that the responsibilities and authorities for roles relevant to information
security are assigned and communicated.

The organisation shall assign the responsibilities and authority for:

a) Ensuring that the INS conforms to the requirements of this Technical Code; and

b) Reporting on the performance of the INS to the management based on MCMC MTSFB TC G021.
NOTE: The organisation may also assign responsibilities and authorities for reporting performance of the INS
These functions shall be assigned in the applicable organisation:

a) Regulatory or authority contact.

b) INS responsibility.

c) Risk management.

7. Support
7.1 Resources

The organisation shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the INS.

7.2 Competence
The organisation shall:

a) Determine the necessary competence of persons doing work under its control that affects the
performance of INS.

b) Ensure that these persons are competent on the basis of appropriate education, training or
experience.

c) Where applicable, take action to acquire the necessary competence, and evaluate effectiveness
of the action taken.



MCMC MTSFB TC G009:2024

d) Retain appropriate documented information as evidence of competence.

NOTE: Applicable action may include i.e. the provision of training to, the mentoring of, the re-assignment of current
employees, the hiring or contracting of competent persons.

7.3 Awareness
Persons doing work under the organisation’s control shall be aware of:
a) IS policy.

b) Their contribution to the effectiveness of the INS system, including the benefits of improved INS
performance.

c) The implications of not conforming to the INS system.
7.4 Communication

The organisation shall determine the need for internal and external communications relevant to INS
system including:

a) What to communicate.

b) When to communicate.

c) With whom to communicate.

d) Who shall communicate.

e) The process by which communication shall be affected.
7.5 Documented information

7.5.1 General

The organisation’s INS shall include:

a) Documented information required by this Technical Code.

b) Documented information determined by the organisation as being necessary for the effectiveness
of the INS system.

The extent of documented information for an INS system can differ from one organisation to another
due to:

a) Size and type of activities, process, products and services of an organisation.

b) The complexity of processes and their interactions.

c) The competence of the persons.

7.5.2 Creating and updating

When creating and updating documented information, the organisation shall ensure appropriate:

a) Identification and description (e.g. title, date, author or reference number).
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b) Format (e.g. language, software version, graphics) and media (e.g. paper, electronic).
c) Review and approval for suitability and adequacy.
7.5.3 Control of documented information

Documented information required by the INS system and by this Technical Code shall be controlled to
ensure:

a) Itis available and suitable for use, where and when it is needed.
b) Itis adequately protected (e.g. from loss of confidentiality, improper use or loss of integrity).

For the control of documented information, the organisation shall address the following activities as
applicable:

a) Distribution, access, retrieval and use.

b) Storage and preservation, including the preservation of legibility.
c) Control of changes (e.g. version control).

d) Retention and disposition.

Documented information of external origin, determined by the organisation to be necessary for the
planning and operation of the INS system shall be identified as appropriate and controlled.

NOTE: Access implies a decision regarding the permission to view the documented information only, or the
permission and authority to view and change the documented information, etc.

8. Operations

8.1  Operational planning and control

The organisation shall plan, implement and control the processes needed to meet INS requirements,
and to implement the actions determined in 5.4 by:

a) Establishing criteria for the processes.
b) Implementing control of the processes in accordance with the criteria.

Documented information shall be available to the extent necessary to have confidence that the
processes have been carried out as planned.

The organisation shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organisation shall ensure that externally provided processes, products or services that are relevant
to the INS system are controlled.

The implementation for incident management, security continuity, monitoring and other relevant
information security requirements should be referred to the TC as stated in the INS framework in
Figure 1.
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8.2 Information and Network Security (INS) risk assessment and treatment

The organisation shall perform information and network security risk assessments at planned intervals
or when significant changes are proposed or occur, taking account of the criteria established in 5.1.2.
The organisation shall retain documented information of the results of the information and network
security risk assessments.

The organisation shall implement the INS risk treatment plan. The organisation shall retain documented
information of the results of the INS risk treatment. The selection of INS controls from MCMC MTSFB
TC G042 is dependent upon organisational decisions based on the criteria for INS risk acceptance, risk
treatment options and the INS risk management approach applied to all organisations, additionally the
selection should be subject to all relevant national and international legislation and regulations.

Management of INS risk assessment and treatment referred to Annex A.

9. Performance evaluation
9.1  Monitoring, measurement, analysis and evaluation
The organisation shall:

a) Determine what aspects need to be monitored and measured, including information security
processes and controls.

b) Establish appropriate methods for monitoring, measurement, analysis, and evaluation to ensure
reliable and valid results. The selected methods should yield comparable and reproducible
results to ensure their validity.

c) Define specific timeframes for conducting monitoring and measurement activities.

d) Designate responsible individuals or roles for performing the monitoring and measurement
tasks.

e) Determine when the results obtained from monitoring and measurement activities should be

analysed and evaluated.

f) Assign the responsibility of analysing and evaluating the results to appropriate personnel or
roles.

Documented information shall be available as evidence of the results. The organisation shall evaluate
the INS performance and the effectiveness of the INS.

Monitoring and measurement information security referred to MCMC MTSFB TC G021.
9.2 Internal audit
9.2.1 General

The organisation shall conduct internal audits at planned intervals to provide information on whether
the INS:

a) Conforms to:
i) The organisation’s own requirements for its INS system.

i) The requirements of this technical code.



MCMC MTSFB TC G009:2024

b) s effectively implemented and maintained.
9.2.2 Internal audit programme

The organisation shall plan, establish, implement and maintain an audit programmes, including the
frequency, methods, responsibilities, planning requirements and reporting.

When establishing the internal audit programmes, the organisation shall consider the importance of
the processes concerned and the results of previous audits.

The organisation shall:

a) Define the audit criteria and scope for each audit.

b) Select auditors and conduct audits that ensure objectivity and the impartiality of the audit process.
c) Ensure that the results of the audits are reported to relevant management.

Documented information shall be available as evidence of the implementation of the audit programmes
and the audit results.

9.3 Management review
9.3.1 General

Top management shall review the organisation's INS at planned intervals to ensure its continuing
suitability, adequacy and effectiveness.

9.3.2 Management review inputs
The management review shall include consideration of:
a) The status of actions from previous management reviews.
b) Changes in external and internal issues that are relevant to the INS system.
c) Changes in needs and expectations of interested parties that are relevant to the INS system.
d) Feedback on the INS performance, including trends in:
i)  Nonconformities and corrective actions.
i) Monitoring and measurement results.
iii) Audit results.
iv) Fulfilment of information security objectives.
e) Feedback from interested parties.
f)  Results of risk assessment and status of risk treatment plan.

g) Opportunities for continual improvement.
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9.3.3 Management review results

The results of the management review shall include decisions related to continual improvement
opportunities and any needs for changes to the INS.

Documented information shall be available as evidence of the results of the management reviews.

10. Improvement
10.1 Nonconformity and corrective action
When a nonconformity occurs, the organisation shall:
a) React to the nonconformity, and as applicable:
i)  Take action to control and correct it.
i) Deal with the consequences.

b) Evaluate the need for action to eliminate the causes of nonconformity, in order that it does not
recur or occur elsewhere, by:

i)  Reviewing the nonconformity.

i) Determining the causes of the nonconformity.

i) Determining if similar nonconformities exist or could potentially occur.
c) Implement any action needed.
d) Review the effectiveness of any corrective action taken.
e) Make changes to the INS system, if necessary.

Corrective actions shall be appropriate to the effects of the nonconformities encountered. Documented
information shall be available as evidence of:

a) The nature of the nonconformities and any subsequent actions taken.
b) The results of any corrective action.
10.2 Continual improvement

The organisation shall continually improve the suitability, adequacy and effectiveness of the INS
system.

10
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Annex A
(Normative)

Risk Management Process

A1, Introduction
The main purpose of the risk management process is to enable the organisation to assess the existing
or potential risks that may be faced, evaluate the risks by comparing the risk analysis results with the
established risk criteria, and treat such risks using the risk treatment options. The organisation shall use
such process when making decisions.
Figure A.1 shows the steps involved in a risk management process and are as follows:
a) Communication and consultation.
b) Context establishment.
c) Risk assessment.
i)  Risk identification.
i) Risk analysis.
iii) Risk evaluation.
c) Risk treatment.

d) Documented information (recording and reporting).

e) Monitoring and review.

Risk management process

Scope, context, criteria

Risk assessrent

Risk identification

ormmunication and

Monitoring and review

Risk analysis

Risk evaluation

| Risk Treatment |

Recording and reporting

Figure A.1. Risk management process

1"
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A.2. Communication and consultation

Proper risk management requires structured and on-going communication and consultation with those
affected by the organisation’s operations This should happen at every step of the risk management
process, with the relevant interested parties.

The communication seeks to promote awareness and understanding of risk and the means to respond
to it. Risk communication should be carried out to:

a) Provide assurance of the outcome of the organisation’s risk management.
b) Collect risk information.
c) Share the results from the risk assessment and present the risk treatment plan.

d) Avoid or reduce both the occurrence and consequence of information security breaches due to the
lack of mutual understanding among risk owners and interested parties.

e) Support risk owners.

f)  Obtain new knowledge on information security.

g) Coordinate with other parties and plan responses to reduce the consequences of any incident.

h) Give a sense of responsibility to risk owners and other parties with a legitimate interest at risk; and
i)  Improve awareness.

Consultation involves obtaining feedback and information to support decision-making. Some of the
objectives of the consultation activities are as follows:

a) Bringing different areas of expertise together for each step of the risk management process.

b) Ensuring different views are considered when defining risk criteria and evaluating risks.

c) Providing sufficient information to facilitate risk oversight and decision-making.

d) Building a sense of inclusiveness and ownership among those affected by risk.

Engagement sessions with both internal and external stakeholders shall occur throughout the
information security risk management process. Communication and consultation with stakeholders are
important as stakeholders make judgements based on their perceptions of risk which can vary in values,
needs, assumptions, concepts and concerns.

A.3. Context establishment

When establishing the context, the organisation shall consider the external context (political, social,
etc.) and internal context (objectives, strategies, structures, ethics, discipline, etc.) for the management

of information security risks.

The organisation’s context must be understood before the full range of risks can be identified, assessed
and treated.

12



MCMC MTSFB TC G009:2024

The key steps involved in establishing the organisation’s context for risk management would involve:

a) Organisational considerations such as risk appetite (defined as the amount of risk an organisation
is willing to pursue or accept), risk owners and their responsibilities.

b) Identifying basic requirements of the interested parties as well as the status of compliance with
these requirements.

c) Applying risk assessment within many different processes such as project management, incident
management, vulnerability management or even when they are required on an ad hoc basis.

d) Establishing and maintaining information security risk criteria which should include:

i) the risk acceptance criteria - used to determine whether a risk is acceptable or not, defined
based on the risk appetite; and

i) criteria for performing information security risk assessments which specifies how the
significance of a risk is determined in terms of its consequences, likelihood and level of risk.

e) Choosing the appropriate risk management method to ensure consistency, comparable results
when performed for different risks and produces results that are as close as possible with reality.

A.4. Information and Network Security (INS) risk assessment process

Risk assessment is an integral part of INS risk management. It comprises of risk identification, risk
analysis and risk evaluation.

A.4.1. Risk identification
Risk identification is about the creation of a comprehensive list of risks (both internal and external) that
the organisation faces and can involve input from sources such as historical data, theoretical analysis,

expert options, and stakeholder’s needs.

The identification of risks shall be a formal, structured process that includes risk sources, events, their
causes and their potential consequences.

The organisation shall establish and maintain security risk criteria that includes:
a) The risk acceptance criteria.
b) Criteria for performing INS risk assessment.

The organisation shall ensure that repeated INS risk assessments produce consistent, valid and
comparable results.

The organisation shall identify INS risks by:

a) Applying the INS risk assessment process to identify risks associated with the confidentiality,
integrity and availability for information within the scope of the INS management system.

b) Identifying risk owners.
A.4.2. Risk analysis
The organisation shall analyse each risk that was identified in the 5.2.5.1. Based on the level of risk that

is determined after the risk analysis, the organisation is able to define whether the risk is acceptable or
not. As so, if the risk turns out to be unacceptable, the organisation can take actions to modify the risk

13
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to correspond to the acceptable level of risk. The organisation shall use a formal technique to consider
the consequence and likelihood of each risk, and these techniques can be qualitative, semi-quantitative,
quantitative, or a combination thereof, based on the circumstances and the intended use.

Analyse the INS risks includes:

a) Assess the potential consequences (impact) that would result if the risks identified materialise.

b) Assess the realistic likelihood of the occurrence of the risks identified.

c) Determine the level of risks.

A.4.3. Risk evaluation

This step offers the organisation the opportunity to have a mechanism that helps them rank the relative
importance of each risk, so that a treatment priority can be established.

Evaluate the INS risks:

a) Compare the result of risk analysis with the risk criteria established in 5.2.4.

b) Prioritise analysed risk for risk treatment.

A.5. Risk treatment

The organisation shall define and apply an INS risk treatment process to:

a) Select appropriate INS risk treatment options, taking account of the assessment result.

NOTE: There are 4 options available for risk treatment options: risk modification, risk retention, risk avoidance
and risk sharing.

b) Determine all controls that are necessary to implement the INS risk treatment option(s) chosen.

NOTE: Organisations can design controls as required or identify them from MCMC MTSFB TC G042
(MYCSC) or any source.

c) Formulate an INS risk treatment plan.

d) Obtain risk owner’s approval of the INS risk treatment plan and acceptance of the residual INS
risk.

A.6. Documented information

The organisation shall retain documented information about the INS risk assessment and risk treatment
processes.

Documented information about the risk assessment process should contain:

a) A definition of the risk criteria (including the risk acceptance criteria and the criteria for performing
information security risk assessments).

b) Reasoning for the consistency, validity and comparability of results.

c) A description of the risk identification method (including the identification of risk owners).

14
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A description of the method for analysing the INS risks (including the assessment of potential
consequences, realistic likelihood and resultant level of risk).

A description of the method for comparing the results with the risk criteria and the prioritisation of
risks for risk treatment.

Documented information about the INS risk treatment process should contain descriptions of:

a)

The method for selecting appropriate INS risk treatment options.
The method for determining necessary controls and identification of the necessary controls.

Where appropriate and available, evidence that these necessary controls act to modify risks, so
as to meet the organisation’s risk acceptance criteria.

The method used to determine that necessary controls have not been inadvertently overlooked.
How risk treatment plans are produced.

How risk owners’ approval is obtained.

Documented information about the information security risk assessment results should contain:

a)
b)
c)

d)

A.T.

The identified risks, their consequence and likelihood.
The identity of the risk owners.
The results of applying the risk acceptance criteria.

The priority for risk treatment.

Monitoring and review

Organisation shall monitor and review the risk treatment plan by:

a) Examining the progress of treatment plans.

b) Monitoring the established controls and their effectiveness.

Monitoring and reviewing factors influencing risks such as value of assets, consequences, threats,
vulnerabilities, likelihood of occurrence; to identify any changes in the context of the organisation at an
early stage, and to maintain an overview of the complete risk picture.
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