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Abbreviations

For the purpose of this Technical Report, the following abbreviations apply.

ASIDS Acoustic Surveillance Intrusion Detection System
ASG ASIDS Gateway

ASN ASIDS Node

CSS Chirp Spread Spectrum

FFT Fast Fourier Transform

LPC Linear Predictive Coding

MLE Mel-log Energies

PERHILITAN Jabatan Perlindungan Hidupan Liar dan Taman Negara
PoC Proof of Concept

SPI Serial Peripheral Interface

TTL Transistor-Transistor Logic

UHF Ultra High Frequency

WCS Malaysia Wildlife Conservation Society Malaysia
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LOW-COST ACOUSTIC SURVEILLANCE INTRUSION DETECTION SYSTEM
(ASIDS)

Executive summary

This project aimed to propose and perform Proof of Concept (PoC) of the Acoustic Surveillance
Intrusion Detection System (ASIDS), which is more cost effective. The ASIDS is a sound base audio
recognition system that covers an area of approximately 100 m in radius. ASIDS is embedded with a
classifier engine using Random Forest classification and feature extraction of Linear Predictive Coding.

ASIDS demonstrates that the probability of intrusion is at 85% accuracy from the data collected by
Wildlife Conservation Society (WCS) Malaysia. This data is obtained via audio recognition with less
background noise.

The recent machine learning methods such as Convolution Neural Network and a hybrid artificial
intelligent method were deployed in this project to ensure the classifier's optimal accuracy. This project
required a real testing area and environment to consider all sounds in the forest as a proofing idea prior
to proceed with the real implementation. Training and testing datasets of sound activities were obtained
from the forest in a real-time environment. This project would be beneficial for the wildlife protection
agencies in maintaining security at a lower cost as it is less power-consuming than the camera trapping
surveillance technique.

1. Background

Endangered wildlife is protected in remote areas where people are restricted from entering. However,
intrusions of poachers and illegal loggers still occur due to a lack of surveillance covering large areas.
The challenges in implementing security in remote areas require special equipment and design to
endure rainforest conditions. The common usage of the camera trapping system is constrained due to
the limitation of the camera angles and reliance to batteries as the main power source. As reported by
Wildlife Conservation Society Malaysia (WCS Malaysia), maintenance work such as changing batteries
and memory cards were troublesome. In addition, it would be challenging to transmit video data from
remote locations with no cellular network access. In some cases, equipment and cameras got stolen or
destroyed by trespassers.

In reacting to intrusion promptly, rangers need a system that is effective and at the same time, requiring
low maintenance. Thus, lowering power consumption is one of the potential solutions to less frequent
maintenance, leading to cost savings.

2. Objective

The objectives of the project are as follows:

a) to develop an autonomous wildlife intrusion detection system (ASIDS) using recent machine
learning techniques and the hybrid computing optimisation method for optimal performance;

b) to architect a working prototype for the system in a real forest environment; and

c) to evaluate the performance of ASIDS with different classifiers in a real forest environment.
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3. Scope of work

The site selected for this project was Endau-Rompin National Park. This site is selected because it
covers a huge area of approximately 489 km?2. Thus, it is expected that the surveillance in this area is
very costly and difficult.

Validation exercise was conducted at Sungai Dusun Wildlife Reserve, Selangor.

The scope of work includes:

a) research in collaboration with WCS Malaysia and Endau-Rompin National Park;

b) coordination and placement of Proof of Concept (PoC) in Sungai Dusun Wildlife Reserve through
WCS Malaysia; and

c) collaboration with the Department of Wildlife and National Parks Peninsular Malaysia
(PERHILITAN).

Audio signal is applicable as the main source of input to allow machines to identify a threat or intrusion.
The audio signal is useful in scenarios where low power and storage requirements are critical. Audio

files require less storage capacity. Audio recordings are 360 degrees over 500 m radius based on the
quality of the microphone and the loudness of the source of the sound.

4. Target groups and benefits

4.1 Target group

The target groups for ASIDS are as follows:

a) WCS Malaysia;

b) PERHILITAN; and

c) wildlife sanctuaries.

4.2  ASIDS benefits

Benefits of ASIDS are as follows:

a) low-cost surveillance system allows better cost-to-area coverage;

b) provides real-time intrusion detection alert to notify authorities to act on time; and

¢) novel sound-based wide-area detection system that covers a large radius.



5. Methodology

5.1 Introduction to illegal forest intrusion detection via audio signal approach

Currently the action that prevents forest from unlawful logging relies on patrolling and reporting by

witnesses. Using audio signal approach, classifying the difference of intrusion or non-intrusion in real
world scenarios with noisy environment is challenging.

ASIDS utilised the Mel-log Energies (MLE) feature that include Fast Fourier Transform (FFT) of the
sound signal extracted information. MLE is selected as its computational complexity is relatively low

compared to other similar available method and the detection is quick. Figure 3 shows MLE features of
variety of audio signal sources.
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Figure 3. The audio spectrum of natural forest background and wood cutting sound

The chain saws logging sound observed by 3D sound chart analysis research concluded that the main
features from logging voice is that the FFT energy is almost exclusively often focused on 2.4 kHz ~ 2.9
kHz, which accounts for about 75% of the total energy. In terms of shape distribution, the rest of the
energy evenly distributed in more than 1.1 kHz bands.

Figure 4 shows the extracted feature of FFT audio representation of logging activity that is focused on

2.4 kHz frequency. Difference in focused energy can be ideal for classification purposes as different
sources focus on different frequencies.
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Figure 4. Logging voice signal after FFT
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5.2 ASIDS concepts

The ASIDS is an audio recognition system that covers an area of approximately 100 m in radius utilising
nodes. Each node is equipped with an on-board computer that conducts processing on site and sends
alert messages through a Long-Range communication module using Ultra-High Frequency (UHF)
technology.

The system consists of an ecosystem of two major components, which are the ASIDS Node (ASN) and
ASIDS Gateway (ASG). ASN acts as the radar for a certain location to detect and send alerts on
intrusion. ASG is the concentration point of data where all nodes send status alerts of each node.

Figure 1 is an illustration of the ASIDS ecosystem concept. Each ASN monitors its respective
surrounding area and sends data to the ASG for data collection. ASG collects the data from multiple
ASNS.

ASIDS Ecosystem Concept

-

ASIDS node (((1_ l>\)
\ /

ASIDS gateway

ASIDS node

ASIDS node

Figure 1. ASIDS ecosystem concept

The ASG is the data center that collects and manages alerts from each individual node. The ASG then
displays the node status for the user to observe.

Figure 2 shows the ASIDS data flow, protocols and languages that have been implemented.



ASIDS Data Flow
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Figure 2. ASIDS data flow

First, the node will compute the detection result and convert them to flags using Transistor-Transistor
Logic (TTL) at the level of 3.3 V. Next, the flags will be received by the dedicated microcontroller of the
node communications module. The microcontroller will decode the flags via synchronous serial
communication of Serial Peripheral Interface (SPI) to communicate with the LoRa SX1276. The LoRa
SX1276 will modulate the message using the Chirp Spread Spectrum (CSS).

LoRa SX1276 is also used to receive data from the node at the gateway. It will then decode the data
and sort multiple incoming data from multiple nodes. The gateway will send the data to the server using
the Universal Asynchronous Receiver/Transmitter (UART) protocol. The server will receive the UART
data using Python 3 and update it to the MySQL database. The database will be continuously updated
as new information is received. The server will also pull the data and display them on a dashboard for
the user.

5.3 Phase 1: Data collection, recording operation and data preparation

Collection of real-world recording of environmental, wildlife and intrusions sound (signal datasets) are
conducted in forest areas (National Parks). This phase will involve field trips.

Figure 5 shows the recording site and its specifications.
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Distance each sound were emulated around the recording site randomly in
30 m, 60 m and 100 m from the site

Chainsaw

100 m
Recording site

Chainsaw

Figure 5. Recording site and its specifications

Figure 6 shows the data collection sites.
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Figure 6. Data collection sites

5.4 Phase 2: Algorithm exploration and evaluation for improvement

Phase 2 involves the exploration of the potential enhancement of the current methods (Random Forest)
and recent methods such as Convolution Neural Network and hybrid methods with computing
optimisation methods. A high-level computing software language is used. The new algorithm and engine
will be evaluated and embedded in the current ASIDS.



5.5 Phase 3: Development of low-cost ASIDS

This phase demonstrates the development of ASIDS in capturing audio input in real time and classifying
it as either intrusion or non-intrusion. When the data captured is classified as intrusion, the system gives
a warning to rangers via a communication module to prevent further damage to the wildlife reserve.

Figure 7 displays the ASIDS system architecture and explains the main components of the system
generally in block diagram form. The system should be able to classify the audio as an intrusion or non-
intrusion to allow accurate alarms of intrusions to notify rangers. This is an example of system flow
based on Random Forest and Linear Predictive Coding (LPC) as the engine.

ASIDS Data Flow

Input data

(audio 5 seconds)

Feature extraction
(LPC10Matlab R2017B)

Trained model Classification engine
(random forest model) (random forest)

Output class
(intruder,natual chainsaw)

Figure 7. ASIDS system architecture

Figure 8 displays the end product system flow diagram consisting of a loop of real time recording of
audio, classifying them and warning the rangers of any intrusions that is detected. In other words, the
system is an endless loop of audio monitoring supervised by machine learning and computing technique
to allow detection of intruders via audio signal recordings.
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Figure 8. System flow diagram
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5.6 Phase 4: Evaluation and analysis and overall proof of concept in areal forest environment

The evaluation and PoC in a real environment were performed in Taman Negara Endau- Rompin,
Johor. This phase involved field trips for testing of the novel ASIDS (the improved version of ASIDS)
and also comparisons of the current version of ASIDS (built with Random Forest and LPC). Figure 9

shows the testing plan.
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Figure 9. Testing site plan

The result will be compared with existing approaches and benchmarked data. Analysis of results will
be based on several criteria such as accuracy rate at every category of intruders.

Figure 10 demonstrates the alert received by the user/rangers of intruders (in this case, vehicle) based
on the capturing of the sound via the sensors in the forest. User/rangers can access the ASIDS interface

on Android or Web Apps.

Figure 10. Interface of ASIDS
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5.7 Phase 5: Reporting and standard development.

Based on the findings and results analysis of the PoC, this report is prepared to provide an insight of
the project itself and furnish recommendations for future standards development in the area of Green
ICT.

6. Result analysis
6.1 Validation results

Validation was conducted at Sungai Dusun Wildlife reserve. The results are recorded and analysed in
this report. Figures 11-16 show the simulated intrusion of chainsaw activity and cutting a tree using an
axe (intruder) against the natural sound of surroundings such as wind, wild animals and insects (no
intruder). The results are displayed in ratio percentage of ambience and intruder for three identified
distances i.e. 30 m, 60 m and 100 m.

AMBIENCE 2.0% INTRUDER 98.0
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Figure 11. Sound features chainsaw at 30 m
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Figure 12. Sound features chainsaw at 60 m
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Figure 13. Sound features chainsaw at 100 m
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Figure 14. Sound features of cutting tree using an axe at 30 m
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Figure 15. Sound features of cutting tree using an axe at 60 m
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Figure 16. Sound features of cutting tree using an axe at 100 m

10 titertark

et

The prediction results produced by the algorithm is a probability distribution of class predicted for the
specific sound event. In this case, a class prediction which produced more than 50% confidence will be
assumed as intruder or non-intruder.

The MLE features are used as descriptors to indicate patterns from distinct sounds. The algorithm can
recognise these patterns and employ it for sound class prediction. The yellow areas are the higher MLE
valued features while the darker areas are lower in value.

Table 1 shows the summary of results between distances.

Table 1. Summary of results between distances.

Prediction probability distribution (%)
Sound Distance (m)
Ambience Intruder
Chainsaw 30 2 98
Chainsaw 60 24 76
Chainsaw 100 30 70
Axe 30 10 90
Axe 60 18 82
Axe 100 41 59

It was found that accuracy of a prediction degrades as the distance widens. This is shown by the higher
detection results for both simulated sounds nearer to the node, and lower result quality for sounds
farther from the node.

It can also be concluded that the results vary between type of sounds. The detection of the chainsaw
was easier compared to detecting the sound of tree cutting using an axe. However, the confidence level
is still above 50%, which is a positive indication of an intruder being detected at the farthest distance
i.e. 100 m.

In addition, considerations shall be made to reduce the rate of false detections. Hence, an increased
threshold of confidence is suggested to avoid false detections.

In order to measure the performance of the algorithms in detecting intruders or non-intruders, a
confusion matrix is used.

13
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Figure 17 shows a labelled confusion matrix.

600

True ambience False detection 500

Ambience

400

Actual

- 300

Missed detection True detection - 200

Intruder
1

- 100

Ambience Intruder
Predicted

Figure 17. Confusion matrix simplified
The categories of prediction are labelled as follows:
a) True ambience - a prediction of non-intruder when there is no intruder;
b) Missed detection - a prediction of non-intruder when there is intruder;
c) False detection - a prediction of intruder when there is no intruder; and
d) True detection - a prediction of intruder when there is intruder.

The results of the prediction probability distribution are applied to the confusion matrix as shown in
Figure 18.

14



Random forest 100
Confidence’A-50%, H61%, C-50%, V-50%
F1:0.8717 PS:0.8682 RS:0.8753
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Figure 18. Prediction results (unrefined)

The figure demonstrates the unrefined results with 94.9% correctly predicted as intruders. However,
one of the drawbacks is that 19.9% of the ambience is also considered as an intruder. This is considered
as a high percentage of false detections. Thus, a thresholding subroutine has been implemented to
reduce these false detections.

Figure 19 shows the refined results with the application of increased threshold of 64%, which is
producing an approximately of 85% prediction accuracy. This reduces the false detection rate
significantly from 19.9% to 6.2%.

Random forest 100
Confidence: A50%,H-64%,C-50%, \-50%
F1:0.8111 PS:0.78 RS:0.8908

600
3
5 93.8% 6.2%
5 151/161 10 500
£
400
E
2
- 300
g 15.6% 84.4% - 200
£ 11 599/710
- 100

1 1
Ambience Intruder

Predicted

Figure 19. Prediction results (refined)
15
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In order to project the results to include class prediction, the simplified confusion matrix with class
prediction is being used. Figure 20 shows the simplified confusion matrix with class prediction.
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Figure 20. Simplified confusion matrix with class prediction

Figure 21 shows the detailed prediction performance of individual classes.

Random forest 100
Confidence: A60%,H-52%, C-33%
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Figure 21. Detailed prediction results of different classes
Based on the performance of algorithm specified, there are mix-ups between prediction of axe and

chainsaw of approximately 20%. A thorough scanning of the 11 seconds recording was carried out by
splitting the recording into 20 separate sections as a countermeasure.
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The final result is based on class intensity of each section. Therefore, the predictions of these two
different classes are classified as intruders.

6.2 Node power consumption

The power consumption of the ASN is crucial for the concept to work. The power consumption is
measured using an ammeter. It is found that the power consumption varies between the processes of
the node.

Figure 22 demonstrates the ammeter used to measure the power consumption of the ASN. It was
indicated that the voltage is at 5.10 V at the rate of 0.11 A or 110 mAh. This information can be used to
derive the expected battery life of the ASN.

Table 2 displays the data collected using the ammeter. The power consumption reading varies by the
type of processes.

The average time in state reflects the amount of relative time used between processes on a percentage
basis.

Table 2. Approximate power consumption and computing activities

Type of process PO\:vee; d?ggsi;n;ﬂ;ion Watt/hour (W) Avesr?agt(; t(io/rge L
Idle 20 0.1 Nil
Recording 80 0.4 80
Detection algorithm 140 0.7 20
Approximate Average 100 0.5 100

It is found that 80% of the time, the ASN will be recording while only 20% is spent on running the
detection algorithm. The nature of distribution of time and power consumption of each process is
approximately 100 mAh, which is considered as the average consumption of an ASN.

The expected runtime for the ASN will depend on the battery size. The expected runtime of the node
can by determined by the formula shown as below:

The formula is used to calculate the expected runtime of the ASN. The formula is shown as below:

Power consumption (watt/hour) )
= runtime

Battery capacity (watt/hour)
Where,
Power consumption (Watts) = Amps x Volts

Voltage =5V
Amps = mAh/1000

The voltage is calculated based on the standard requirement of a single board computer.
In ideal condition, a 20,000 mAh battery can reach up to 200 hours of runtime.

17
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7. Conclusion

In conclusion, the project has successfully developed an autonomous wildlife intrusion detection system
(ASIDS) using recent machine learning techniques and the hybrid computing optimisation method for
optimal performance such as such as MLE, FFT, Random Forest and LPC. A PoC has been built to
test the system in the real forest environment.

Based on the evaluation:

a) The detection of intruders is improved with the novel ASIDS with a detection rate of 85% in a radius
of 100 m surveillance area.

b) Near real-time detection speed is possible, even on limited computing resources.
c) The low power consumption of the ASIDS nodes is considered practical for actual use.
Therefore, this PoC has resulted in a cost-effective surveillance option for wildlife protection.

It is highly recommended that this research is to be continued to fully utilise this novel technology on
more applications. This can also be further enhanced for commercialisation.

18
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